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threatER Portal Release Notes

Enhancements

Message Center Enhancements

We've made some tweaks to our Message Center that not only allow us to send users more targeted
messages, but also provide users with better management of their messages. In addition to deleting
messages, users now have the ability to mark messages as read or unread. All of these functions can utilize

keyboard controls to select multiple messages before deleting or marking as read/unread.
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@ threatER Portal Build 193 Release Notes 3:34 PM
Check out the latest and greatest! A New threatER Enforce Software Build is Available!

Thursday, December 5th, 2024 at 11:30 AM

A New threatER Enforce Software 5 A new Enforce Software build is available! To install, navigate to Enforce/Enforcers to schedule a new date and time to install this build

is Available! 1215124
o install, navigate to
Enforce/Enforcers to schedule a new date and time to install this build.

threatER will be utilizing the Message Center more in the coming months to share updates with you on the

latest and greatest features! Keep an eye out!

Feeds Included with Marketplace Intelligence Products

When viewing details of an intelligence product within our Marketplace, we are now displaying the feed(s) that

are included with the product and provide the indicator count at that point in time.
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DomainTools Hotlists

{yDOMAINTOOLS

Enforce
Marketplace Description

From a network defense perspective, a substantial area of risk involves traffic from the protected to threat-a olled assets. Connections from trusted users to hostile IP addresses enable malware downloads or
command and control, data exfiltration, espionage, and other threat activities. Preventing users from reaching dangerous infrastructure, while supporting necessary business functions, is a major component of any network defense
strategy. Most of those connections are directed toward domains, and not hard-coded IP addresses. This makes the population of domains on a hosting IP address an ideal basis for determining how risky the IP is.

Administration
The DomainTools IP Hotlist is designed to identify the riskiest population of hosting IP addresses. Two main criteria define this list: th
sive DNS

erage Domain Risk Score of the hosted domains, and the level of traffic the address is
0 and 50,000 IP addre:

ion. The Hotlist is an ideal data and detection rule cr

receiving, as measured in Intermet-wide

size is between 40,0

& for high-confidence block lis ation. Typical

One of the critical challenges for network defenders is identi
that have a DomainTools Risk Score of 99 and higher. These domains are both highly risky and currently active; in other words, operational. This list gives customers a relatively small, easy-to-m
they can use to track, monitor, and alert on active malicious domains on their network.

ng domains most likely to pose a threat at any given time, so that organizations can focus their blocking and detection efforts. The Domain Hotlist consists of domains

‘age, focused set of domains that

The Domain Hotlist provides protection from phishing, malware, and spam threats based on DomainTools Risk Score machine learning classifiers and typically contains over 10 million malicious domains

Feeds

NAME TveE INDICATOR  DESCRIPTION count
DomainTools (N @ DomainTools IP Hotlist 270,368
DomainTools ~ (CZE)  (oeman DomainTools Domains 5422711

Bug Fixes

Style Issues with Reports Custom Date Picker

The style issues for the Custom time range date picker have been addressed.

A”OWed / BIOCked © Times displayed in timezone: America/New_York

AmericaiNew_York Q)

-—=>

ct Date Range Al

Allowed by Reason [i BI

Ellipsis Menu not Displaying until hover

The ellipsis menus on various tabs throughout the portal (Enforcers, Policies, Networks, etc.) did not display
until a user hovered over the row. This issue has been addressed and the menus are back to displaying

without having to hover.

NETWORKS PORTS POLICIES s 1P s UNEXPECTED BLC

Policies ¢ Filter a @

NAME NETWORKS DIRECTION DESCRIPTION
All (4) ~ All(2) ~
Allow Al . .
Inbound Inbound - On Premise: inbound
Inbound AWS L]

Outbound Outbound - On Premise
Outbound AWS ousouna

PERPAGE: 20 ~ 1-3 total .

threater.com | +1-855-765-4925 ext.2 2



	threatER Portal Release Notes 
	Enhancements 
	Message Center Enhancements 
	Feeds Included with Marketplace Intelligence Products 

	Bug Fixes 
	Style Issues with Reports Custom Date Picker 
	Ellipsis Menu not Displaying until hover 


