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Collect

Collect is threatER’s centralized SaaS solution to aggregate all of your threat intelligence. Collect provides
customers access to best-in-class cyber intelligence feeds and threat lists, as well as the ability to create

their own lists.

Lists

All List Types - Allow, Block, Threat - are consolidated into one table that is accessible by selecting Collect

from the left-hand navigation.

= threat
Collect Lists Filter a @

= MAME TYPE INDICATOR ACCESS SOURCE POLICIES COUNT LASTSYNC
Al (@) ~ - .

® Akamal =23 B E3 £S5V File Connector nbond 1% 11/83/23,

nbound BE:30 PM

® Altow 1P Irbatind m n m m bt E @/27/)24,

nbound Cy COpy 10:18 AM

[ ] Allow 1P Ougbound m n Outbound Policy <] esfaT/ 24,

11:89 AM

® Ammazon Cloudiront m n m 5V Fils Connector Inbound 144 11/@3/23,

nbound Copy GE:AL P

] Blockist de u m Basic HTTP b 21,991 @2/149/25,

nboving 10:53 AM

Quibound P

The table contains the following details on each List Type:
e List Name
e Type - Allow, Block, or Threat
e Health State (color of pip to the left of the List Name)
o Green - the list is considered “healthy”. It is actively syncing and pulling indicators
o Red - the list “Needs Attention”. When a list is in this state, the configuration of the list should
be checked to ensure all settings are correct
o Yellow - the list is syncing to the 3rd party platform it is meant to retrieve indicators from, but
the list currently has O entries
e Indicator - will display the Indicators contained in the list (IP or Domain)
e Access -
o Private - indicates the List was created by the end user. Private lists are editable and can be

deleted by the end user
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o Public - indicates the List is not owned or managed by the end user and cannot be edited or
deleted by the end user
e Source -
o Manual will display for all Manual Lists that were created
o For any plugin or integration, the Source Name or Type will display (ex. Basic HTTP, CSV File
Connector, etc.)
e Policies - displays the names of the policies the list is enabled on
e Count - Indicates the number of entries (IPs or Domains) in the List
e Last Sync - This is the last time threatER connected to the 3rd party system to check for updates to
the list. For Manual Lists, this will display the date the list was last edited
o If alist has not synced for more than 48 hours, the timestamp will display in red

e Last Update - This is the last time the content of the list was modified

Users can filter down the results in the Lists table by utilizing the filter drop-downs and text filter above the

table.

List Types

Allow Lists

Allow Lists can be used to ensure that trusted IPs and Domains are always allowed by Enforce, even in the

case where your policies would otherwise block the connection due to country, ASN, threat list, or block list.

As Enforce can handle up to 150 million unique threat indicators with 10-30 million indicators provided out of
the box, it is possible that users will run into outbound or inbound connections being blocked unexpectedly.
Users can manage these blocked connections by configuring Allow Lists either utilizing manual lists or plugins.
Unlike many other security controls on the market, there are no limits to the amount of entries you can

include in your lists.

PLEASE NOTE: Both Allow IP and Domain lists are enabled on a per-policy basis.
Block Lists

Block Lists can be used to ensure that known-malicious IPs and Domains are blocked by Enforce.

PLEASE NOTE: Both Block IP and Domain lists are enabled on a per-policy basis.
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Out-of-the-box partner block lists provided by threatER are refreshed at regular intervals. Depending on the
rules enforced by the partner feed, the update interval can be anywhere from immediate, to every few

minutes, to once per hour, and so on.

Threat Lists

Threat Lists are provided by our partners Webroot (included with your Enforce subscription) and Proofpoint

(available in our Marketplace). These lists are composed of 3 pieces of information:

e |P Address - where an identified threat originates from
e Category - what type of threat has been identified
e Score - a confidence score ranging from 1to 100 where 1is least likely to be a threat, and 100 is most

likely to be a threat
Threat Lists are used in Policy Risk Thresholds.
PLEASE NOTE: Threat lists are enabled on a per-policy basis.

Out-of-the-box Threat Lists are refreshed per terms of the partner feed, which is generally every few

minutes.

List Creation

Creating IP Threat Lists

Currently, threatER does not support Manual Threat Lists, or Threat Domain lists. The application does support

the following Threat IP Plugins:

e Threat IP CSV File Connector

e Anomali

Creating Manual IP Allow & Block Lists

To create a manual IP list:
e Navigate to Collect in the left-hand navigation menu

e Click on the “+" button in the top-right corner
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Lists Filter — (D)
;V HNAME TYPE INDICATOR ACCESS SOURCE POLICIES COUNT LAST SYNC
° F— m n m CSV File Connector Inbound Policy 19 11/03/23,
Intbound Pollcy copy @8:39 PM
® Allaw IP Inbound n m Inbound Policy 1 @2/27/24,
Inbound Policy copy 10:10 AM
List Details
Provide the following (* indicates required field):
e *Name (unigue name required)
e *Source
o Select Manual from the drop-down
e *List Type
o Select Allow or Block from the drop-down
o Note: Manual Threat Lists (IP & Domain) are not supported at this time
e *Indicator
o Select IP from the drop-down
e Description
Once all required fields are complete, click the Next button to proceed to the Add Entries step.
Create List ¢
(1) (2 (3 >
Manual IP Allow List Details
C‘-Jslornor 1P Allow List n..1.;|-—.ua|
Allew = I
_I;s':.cl.rlﬁsclu.allow
Add Entries
To add entries to the list, enter the following (* indicates required field):
e *|P address
e *Maskbits
threater.com 8
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e Description (optional)
e Expiration
o Default expiration is set to “Never”
o To provide an expiration date and time:
m Click within the Expires field

m Select a date from the calendar

Create [P

m Click on the clock tab and choose the desired hour and minutes

m Click OK

Create IP

P

et

e Click the Add button to add the IP to the list

o (2]

LT DETAILS ALD ENTRES

IP List

MABXETE  EXMRES DEBCRAIFTION

Create IP

1234

[0} Tams/2s, 0d:30 am

e Follow the steps above to add additional IPs to the list

threater.com
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Once all IPs are added, click the Next button to proceed to the Apply to Policies step.

Create List o

@ (2 o

LIET BETAILE ABO ENTRIEE

i~

IP List Create IP Claar
i MASKEITS EXMREE ES CRIFTION
1234 >+ QHB5/35, BEI30 PM

2345

NOTE: To remove an entry before moving to the next step, click the checkbox next to the entry and click the

Remove button.

Apply to Policies
Entries within an IP list are not allowed or blocked until the List is applied to a Policy. To apply this new list to a
policy, click the checkbox next to the applicable policies. Once all desired selections are made, click the

Create List button to create the List.

Create List ¢
o @ (3 i3
LIST DETAILS ADD ENTRIES APPLY TO POLICIES CREATE LIST
Apply to Policies ®
» i | . Filtar Q
HAME METWORKS  DSRECTION DESCAIPTION
& Inbni Podcy AR It pom— Inbound traffic
= Cuttound Palicy AR (rafts B Cutbaurd traffic
Dutbound Palicy copy & - Outsaund traffic
PERPAGE: 20 -3 wial
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Create New Policy During List Creation
If a policy does not exist that you want to apply your list to, you have the option to create a new policy within
the Create List wizard. To do so, click the “+” button on the Apply to Policies step and then follow the steps to

create a policy, outlined in the Policies section of this document.

@ o 3] )

LIST DETAILS ADD ENTRIES APPLY TO POLICIES CREATE LIST
Apply to Policies
- - Filtar Q,
MAME NETWORKS ~ DFECTION DESCAIPTION
Inkrvianed Policy All trattic dnbound InEcaine traific
Dulboiund Policy Al fratlic Dulbeurd traffic
Dulbowrd Policy copy - Cutbound traffic

To create a manual Domain list:

e Navigate to Collect in the left-hand navigation menu

e Click on the “+" button in the top-right corner

Lists Filter _Q._p®
=, NAME TYPE INDICATOR ACCESS SOURCE POLICIES COUNT LAST SYNC
A1) % A ~ Al v  AN{Z v AN{IY) v
L] skamal m n m CSY Flle Connactor Inbound Palicy 19 11/083/23,
pund Pallcy copy DB:39 PM
® Allaw IP Inbound n m m Inbound Policy 1 @2/27/24,
Inbound Policy copy 10:12 AM

List Details
Provide the following (* indicates required field):
e *Name (unique name required)
e *Source
o Select Manual from the drop-down
e *List Type
o Select Allow or Block from the drop-down

o Note: Manual Threat Lists (IP & Domain) are not supported at this time
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e *Indicator

o Select Domain from the drop-down

e Description

Once all required fields are complete, click the Next button to proceed to the Add Entries step.

Create List ¢

LIST DETAILS

Manual Domain Block List Details

Customer Manual Domain List
Biock

Desoription

-

Manual

=

MEXT

Domain |

Add Entries

To add entries to the list, enter the following:

e Domain (required)

e Description

e Expiration

threater.com

o Default expiration is set to "Never”

o To provide an expiration date and time:

m Click within the Expires field

m Select a date from the calendar
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o Click on the clock tab and choose the desired hour and minutes

o I

o Click OK

-

Create Do

aK

e Click the Add button to add the Domain to the list

Create List ¢

LIST DETAILS
Domain List
DOMAIN EXPIRES
To i | D

ADD ENTRIES

DESCRIPTION

bt

Create Domain

Damain
(tes(.cnl‘l‘t

Expr

I3 0913025, 0500 pm

e Follow the steps above to add additional Domains to the list

e Once all domains are added, click the Next button

e Select the checkbox next to the policies you would like the list enabled on

e Click the Create List button to create the List

Create List ¢

LIST DETAILS

Apply to Policies

Dutbeund Pallcy

Outbeund Baliey sapy

ADD ENTRIES

HETWORKS

AL braltic

Filter
DIRECTION

latsung

PER FAQE:

&

APPLY TO POLICIES

XN =

DESCRIFTION

Inbound fraflic

Cutbound traffic

Outbeund traffic

143 otal

i3

CREATE LIST

o
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Adding & Removing Manual List Entries

To add entries to a Manual List:
e Find the list in the table (use the filter at the top of the table to narrow down the results) and click on

the list name

L| sts Filter Q, @
= HAME TYPE INDICATOR ACCERS SOURCE POLICIES COUNT LAST BYNC LAST Wi
) w v Al o[ Prv... v| Ang "
Ir s Folley copy 10:10 A 1d:18
11:09 AM 11:949
P ¥ COpy @1:31 PH @L:31
Dutbeund Poliey
[ ] Customer Manual Domain List m Diomain m m Outbaund Policy 3 a2/26/24, 03/76
11:53 AM 11:63
® Cuslomer Manual Lis! m n m m Policy 4 B2/26/24, 02/26
Policy copy 11:45 AM 11:45
Dtk e Policy

e Click on the "+" sign in the right hand corner

Customer |P Allow List ® @

LIST TYPE INDICATOR BUAMCE ACCESS POLICY COuNT LAST SYNCT LAST UPDATE

IP List Entries Search Q

P MASKBTS INSEATED EXPIRS DESCAIPTION
1234 + R2/I0/29, 12:03 M Q2/Ea/ 25, 4038 PH

32 B2/18/25, 12:03 PH

PER PAGE: 20 = 1.2 wial .

e In the right-hand panel, enter the applicable data and click the “Add’ button”

IP List Entries Search Q, Create IP Claar
. MASKDEFS INSERTED Exrads DESTRETION
3456
1234 a2 02/18/24, 12:03 PN DSB8, B3-3D PM
L34S 3a 02/18525, L3:93 PN 32 »

PER PAGE: 20 = 2ol n
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Follow the steps above to add additional entries to the list.

To remove entries from a Manual List:
e Find the list in the table and click on the list name
e Select the checkbox next to the entries to remove

e Click the Trash icon

IP List Entries Search Q, @ @
P a MASEHITS INSERTED ELPIRES OESCRIPFTON ’—/')
92/19/25, 12:03 P @R5/25, 04130 PH
2345 33 V2710728, 12:03 PN
34.5.6 32 02/10/28, B81:28 N
PERPAGE: 2 = V-3 4zeal -

e On the confirmation modal, click the Delete button

Delete List Entries

Are you sure you want to Delete this List Eniry?

2.3.4.5/32

Cancel Delete

The entries are now deleted from the list.

Plugins

The threatER Portal has built-in data connectors, as well as integrations with 3rd party providers. Utilizing our
plugin architecture and your membership credentials with these vendors, you can easily sync to external data

sources or systems to retrieve threat intelligence to block or allow traffic.

To create a plugin:
e Navigate to Collect in the left-hand navigation menu

e Click on the “+" button in the top-right corner

threat

B | Colect
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List Details

Provide the following (* indicates required field):
e *Name (unigue name required)
e *Source
o Select Plugin from the drop-down
e *List Type
o Make a selection from the drop-down
e *Indicator
o Make a selection from the drop-down

e Description

Once all required fields are complete, click the Next button to proceed to the Set Up External List step.

Create List ¢

o Wl 2

LIST OETAILS

Flugin IP Block List Details

Camgany Plagin Pluge

Block - [

Set Up External List

e Select the plugin type from the drop-down

e Set the Interval
o This is the time between each pull of data from the threatER platform to the 3rd party system
o We generally recommend a value of 60

e Based on the plugin selected, you will need to enter additional fields
Please reference the following articles for details on each of our plugins:

e Available Data Integrations
e Available Data Connectors
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Once all fields are provided, click the Next button to proceed to the Apply to Polices step.

Create List v

© @ (3] >

(e ST L TR 8T
Sel up External P Block List

Baso HTTR - L

Apply to Policies
Entries within a list are not allowed or blocked until the List is applied to a Policy. To apply this new list to a

policy, click the checkbox next to the applicable policies. Once all desired selections are made, click the

Create List button to create the List.

Create List %

e ) o B

LEST BETALS SET U EXTERAAL LIET APPLY TD POLICIES CRER T

Apply to Policies @
U.
B fesr— rurnom
o
= . o
= cind bt

Editing all List Components

To edit all components (details, entries, policies) of a Manual list :

e Find the List in the table and select Edit from the the ellipsis menu

threater.com 17
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LlStS Filter o @
=, NAME TYPE INDICATOR ACCESS SOURCE POLICIES COUNT LAST SYNC LAST UPDATE
Al §2 ¥ AT f w Private v 4 [
18: 10 AM
® Aliow B Outbound m n m m @) @74 24,
11:@% aM
. 8 i TR @3 [ e QN Marst | 2 e,
alisl P
™ 1 ] X m m i # ?2:8.’2,\: Deista
——

NOTE: Lists that are tagged as “"Public” Access cannot be edited by end users.
o Edit List Details -
m This is the default view when editing a list. Make any necessary edits and then select
another step that requires updates. If edits are only needed on this step, click the

Save button in the top right corner

Edit List coneet [B)

© © @

LIST DETALS THTRIES APPLY TO-POLICES:

Manual IP Allow List Details

Cushomar IP Ao List

Lisz of IF5 to Allgw

o Edit Entries (Manual Lists)-
m Select this step to add or remove entries
m Refer to the Adding & Removing Manual List Entries section for guidance on how to
amend existing list entries
m If no other List edits are desired, click the Save button in the top right corner

m If additional List edits are needed, select the applicable step

Edit List G cancel [F)
LIST DETARS ENTRES AFPLY TO POLICIES
Manual Allow IP List Saarch Q @
P HABHRTE INSERTRD EXFIRER BESCAPTION
42 P2/19/26, 11:02 MM BESOS/T5, 830 PH
D2/10/25, AL-28 A
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o  Set Up External List (Plugins) -
m Select this step update the configuration of a plugin
m If no other List edits are desired, click the Save button in the top right corner

m If additional List edits are needed, select the applicable step

Edit List g

LIST DETALS SET UP EXTERNAL LEST AFPLY TO FOUICIES
Set up External IP Block List

G0

np:AtesLoom

o Apply to Policies
m Select this step to adjust the Policies the List should be enabled on
m Refer to the Apply to Policies section above for guidance

m If no other List edits are desired, click the Save button in the top right corner

Edit List Y weet [E)

LIS BETALE EWTRES APPLY 10 POLIEES

Apply to Policies

OuURaurd v
FRAPAOE a6 = 13 il -

Deleting a List

To delete a List:

e Find the List in the table and from the the ellipsis menu, click Delete

threater.com
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Lists

=9 RAME

L Slatomar (P Al L

L st Wl Damen Lk

L ] ustomar Manial List

TWPE

INOIGATON RCCESS

Privoin

Filtar

SOURGCE

MOLCIES COUNT

LEBT BYNC

[ -Pe-=FEE
1812 M
LETR
11:99 &M
027 LafE,
015 PN

Lrdgitrl
11: 83 &N

Q27814

LBST UPDATE

o227/,
10012 A

T B,
1909 A4

a2/19725,
e3:31 PM

s

Dalaio

@2/26120,

NOTE: Lists that are tagged as “Public” Access cannot be deleted by end users

e On the confirmation modal, click Delete

The list is now deleted.

threater.com
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Enforce

Enforce deploys and enforces data- in real time — at scale — across your entire network and blocks all known
bad threat actors from ever entering your network. The Enforce menu options allow customers to view their
Enforcers, and the pertinent data associated with each, install software builds, and configure their Networks

and Ports.

Enforcers

The Enforcers tab displays all Enforcers that have been activated on your threatER account.

ENFORCERS

Sl Bhumier Falanse Dats Fnioase Molos
Enforcers Filer a
.[}._I. NANE SLASCAFTION BROGE STATE BALD AST CONNECTION LOCATION
™ :_'r':_ @ Enforoe Subeonption Gk o G R A Singaper
! P
] F @ Trepatar 100 Misgs M L ey 11 ‘v @ 871 i
E
[
L] Ir @ Enl i Uninrran 4 (T -a;,.\aa 2128 i
En

The following details display for each Enforcer:
e Enforcer Name - This is generally provided during activation time, but can be changed as needed (see
below for instructions). If no such name is available, a unique identifier is displayed.
e Subscription - Enforce software subscription assigned to the Enforcer
o See below more details on how to assign/unassign subscriptions
e Bridge State - displays one of the following:
o Normal
o Hardware Bypass - displays if the Enforcer is currently in hardware bypass mode
o Unknown - displays for any Enforcer running legacy software, or if the Enforcer’s current state
is unknown
e Build - Displays the Enforce software build the Enforcer is currently running. If the Enforcer is not on
the latest build, the build number will display in red and a label will display indicating the number of

builds the instance is behind
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u_n

o Scheduled - displays the build schedule status. If there is no build status for the Enforcer, a
will display
e Last Connection - displays the date and time the Enforcer last connected to the threatER portal.
Normally, this should be within a few minutes of the present time.
e Location - if alocation has been provided by the user, it will display here. If no location has been

u_n

provided, a will display
To view additional details for an individual Enforcer click on the hyperlinked Enforcer name in the table. The
following additional data will display:

e Admin IP of the Enforcer. This can be a great way for users to rediscover their administration IP if
they've forgotten it and are in need of locally accessing Enforce, such as when working with our
Customer Success team.

e Networks being managed by the Enforcer

e Support End Date

e Enforce Subscription assigned to the Enforcer

e Subscription Throughput - refer to the Subscription Throughput section below for more details

e Enforce Configuration Settings - see Enforce Configuration section below for more details

kvm-demol

LT ADvan i® BRIDGE $TATE METWORK

o PR T——-

LAST CURNECTICN SUPPONT ERD SUBSCATEIN TERCUHPUT

i

Configuration

m Hostname Timezone

vm-dnmat Ecific

Login Session

¥ : a0 ranutes 450 : miwtey 80 minules

Enforce Configuration

This section outlines the Enforce configurations that can be managed in the threatER Portal. To manage
configurations in the portal, an Enforcer needs to be on Build 247 or later. Once an Enforcer is updated to

Build 247, these configurations will be read-only in the Enforce UL
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The following Settings are available for configuration in the portal:

Hostname
o This field allows you to provide a unique label for the Enforcer.
Timezone
o This sets the timezone for the Enforcer. The best way to set the timezone is to type a city in

the field. Options, based on your entry, will display in the drop-down and one can be selected.

Configuration >
hostname [Landn [
AmericaTanonic: Dmiare London
Login Aicailahanashny: Enslern Cape East
i L Earpeil
5 - an minutes
Eurnparl n: Inveriyte Groonocs
Ewrnparl n: Tyna and Waar Sundadand
Password
Ewnpail n; Southamplon Southamgion
Miiatit Birstin Masarnn Duratisn Ewioal A
1 days 60 days
Eauon 1, Bl Bourmsmut

Login
o You can set the maximum number of login attempts a user can make before being locked out.
If locked out, you can set how long the user will be locked out for before they can attempt to
login again. These settings apply to the Enforce Ul and NOT to the portal.
Session
o You can set how long a user’s active session can last and when their session will be timed out
if they are inactive. These settings apply to the Enforce Ul and NOT to the portal.
Password
o You can set how long a password is valid for, the required character length, and the minimum
number of password groups the password must contain (i.e. special characters, uppercase,
lowercase, etc.) These password settings apply to the Enforce Ul and NOT to the portal.
Banner
o Turning this setting on will enable a Terms of Service checkbox when a user attempts to login
to the Enforce UL If enabled, you can provide the text the user will see when accepting the

Terms of Service, as well as what text will display if the user does not select the checkbox..
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Banner ®
Accepled Teut Daclined Taxt
| agree ta the Terms and Conditions | do not agres to the Terms and Conditions

| agree to the Terms and Conditions

After making any changes on the Settings tab, be sure to click on the Save button in the top right corner.

Configuration — B33
m Hastname T mezone
nosinams uTc
Legin Session
5 l 0 minules :IIUI.‘ e gt EJ. minules
FPassword
1 days ] Ay [ 3

Loose State Handling

- i o Ul o T il s

e Tarme and Corditions 1 0o Pof dxgrees 0 (e Taserees ard Conditions
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Syslog
Syslog exports are an industry-standard way of exporting data in a concise, timely manner. Our syslog export

format is compliant to RFC-5424 and ensures seamless integration alongside any number of external tools

like:

e Security information and event management (SIEM) tools, such as Splunk and IBM QRadar
e Data analytics tools like Gravwell

e Full open-source tools like syslog-ng

Our Syslog export is not designed with any particular SIEM tool in mind. We focus on the comprehensive data
contained in our syslog exports, enabling you to parse our logs by any tool that can ingest RFC-compliant

syslog exports.
To setup a syslog server:

e Click on the "New” button in the top right corner of the table
e Enter the following required fields:

o Host

o Port
e Provide a description (optional)
e Choose the Log Types to export

o “All"is the default selection
e Select the desired Network

o "“Allis the default selection
e Select the desired Verdict

o “Allis the default selection
e Select the desired Direction

o “Allis the default selection
e Choose the List Types(s), if desired

e Click the “Create” button in the bottom right corner
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Configuration

Servers a Create Syslog Server

2345 443

DEBCRETION  ® SYSLOO  AUDIT DM DR EESP

1234 i

Adow

e Once all desired Syslog Servers have been added, click the Save button in the the top right corner
Configuration - IS
Servers Filter Q m
=1 SYSLOG SERVER LOG TYPES
HOST PORT DESCRIPTION P SYSLOG AUDIT DNS DNS RESP
4 2345 443 @ F . i 3
1.2.34 443 @ @ @ @ @

If your company has allowed Access rules to be managed in the threatER Portal (via a setting in the Enforce

Ul), the following protocols are available to add/edit:

e HTTPS- This setting allows you to add internal networks that are allowed access to the admin
interface of the threatER Enforcer.
e Ping - The ping utility indicates if a particular internet address is accessible via the internet. This ping

functionality can be abused by intruders, who may scan every internet address in a network, seeking
out active targets. The Ping access setting allows you to block these intelligence-gathering scans by
adding a list of trusted management networks. threatER Enforce will accept ping requests from these
networks, and deny them from all others. By default, threatER Enforce will allow ping access from all
IPv4 networks, as is indicated by the 0.0.0.0/0 address. After you allow access to your own local

management networks, you can remove this "allow all” access by deleting it.
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e SNMP - The SNMP access setting allows you to add a list of trusted management networks. threatER
Enforce will accept SNMP requests from these networks, and deny them from all others.

e SSH - For any Enforcer in AWS, Azure, or Google Cloud, a default SSH access rule will be applied.

To add an Access rule:

e Click the “New” button in the top-right corner of the table

e Select the desired Protocol

e Enter the applicable Address
e Enter the applicable Maskbits
e Click the Create button

Configuration

Access Rules

="

iR
oo
Fing

# ADDRESS

a.8.0.8

808

ad.0.8

Create Access Entry

ShikER

MASRENTR

—
Canoe Croate

e Once all desired Access Rules have been added, click the Save button in the top right corner

Configuration — [ -
Access Rules m
Fil (=]
— o AnaEss: e

+ E3 0.0.2.8 @

=3 [RXR @

m o.oeQ L]

Fing 0.0e.a

To edit or delete an Access Rule, click on the ellipsis in the right hand column of the table and select the

desired option.

Access Rules

PROTOCOL

2
=3
Ping

i® ADDRESS

2.0.9.0
e.a0.0

®.0.0.0

MASKINTS

Edt

Dalate
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The Bridges tab displays the bandwidth or maximum rate of data transfer between the two bridge Ethernet

ports. If Bypass is available, end users will be able to set the following modes:

e Bypass
e Startup
e Power-Off

If a Bypass Mode change is made, be sure to click the Save button in the top-right corner.

Configuration —es [
B g S 28 - oome

[Ty bypass
SPEED 1 Givs full

FanarCe &
bypass

The Network Time Protocol is a standard system for synchronizing the built-in clocks of network connected
devices, to a very high degree of precision. Connecting threatER Enforce to the NTP network will ensure that

the timestamps on its log files are accurate and coordinated with the computers in your organization.

threatER Enforce supports NTP version 3. Enter the IPv4 or IPv6 Internet address of your organization's NTP
server, or if one isn't available, select a public server. Lists of time servers can be found at The NTP Public
Services Project:_http://support.ntp.org. NTPv3 has optional authentication. If required, click "Use Preshared

Key" and enter the key information used by your selected time server.

For more accurate time synchronization, and as a guard against network outages, configure more than one

timeserver.

Configuring the Time Zone and Date/Time settings can be done either manually or using an NTP server. Note

that manually set times will be overwritten by the NTP Server settings.

To create an NTP Server:

e Click on the “New” button in the top-right corner of the table
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e Enter the Host

e Click the “Create” button

Configuration v

NTP Servers (D) Fillr a Create Server

HOST Hopst
O.us. pacd.nkp.org

tima.geogle com

e Once all desired NTP Servers have been added, click the “Save” button in the top right corner.

Configuration —ecr (R
NTF Servers @ Fillar Q, m
HOgY
tima . google.com
4  Duspodintparg
[ WTE

To edit or delete a NTP Server, click on the ellipsis in the right hand column of the table and select the desired

option.

NTP Servers Q Ciltar Q m

HOST

time.google.com I:]

OLus.pool.nip.or
P i Extil

Delete

SMTP messages can be sent when an alarm is raised (e.g. an update fails, entering bypass mode or an

account gets locked out).
To enable SMTP alerts:

e Set the Enabled toggle to the right

e Select the desired Protocol
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e Enter the Host

e Enter the Port

e If authentication is required, provide the Username and Password
e Enter the “From Address”

e Enter the “To Address”

e Click the Save button in the top right corner.

Configuration N -

. Enablad
Prolacol Horet Pan
SMTP . (1 234 25
Isemama Password

[us,e;r.amg l Ir.. Q I
From Addresy

['JSE! @threater.com ]

Tor Ackdrass
(user @threater.com |
SMTP

threatER Enforce supports the internet standard Simple Network Management Protocol (SNMP). Admins can
remotely monitor Enforce by a network management system, such as IBM Tivoli Network Manager, CiscoWorks

LAN Management Solution, and HP Network Node Manager.

Admins will need to set up SNMP access first before making SNMP configurations.

To configure SNMP, enter the following:

e Name
e Contact
e Port

e Location

e Description

threatER supports two versions of SNMP:

e Community-based SNMPv2c
e SNMPv3
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Configuration nese (|~
General
SII';IMF' MName 5NI’.‘|P Conlact
43 Ha
bN‘M‘P Setup for HQ ]
v2 Users Fil C m
% shan
v3 Users o ¢ m
AUTHENTICATION PRIVACY

Click the “New” button next to the desired version and provide the necessary details. Once complete, click

the “Save” button in the top right corner.

Enforce Software

From the Enforcers tab, customers can install the latest Enforce software build onto their Enforcers.

The following software information is displayed on this tab:
e Build Number
o  Critical Update - this will display if the build is critical in nature. Builds are flagged as critical if
they include important security-related updates, critical bug fixes, or new features critical to
the operation of the threatER platform. It is recommended to install critical updates as soon
as possible.
e Release Date of the Build

e Release Notes - clicking this will open a PDF of the Build Release Notes in a separate browser tab

ENFORCERS

259 11/26/24 B

Build Numbar Raolesso Dalo Ra#lease Notes
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Users have the option to perform an immediate update, or to schedule an update.

To immediately install the latest build on an Enforcer:

e In the row of the Enforcer, select Update Now from the ellipsis menu

Enforcers Fiter Q
HAKE SUBSCRIPTION BRIDGE STATE BUILD LAST CONNECTION LOCATION
- . ; 02/19/25, 11:47 e .
@ HQ Entarce @ Enforce Subscription m PEEN 1 Betind ] A West Region
Edit
PERPAGE: 20 = 1110 /
Update Mow
Schedule Reverl o Bulld 247

e On the confirmation modal, click the Update button

Confirm Immediate Update

This Enforcer will Update Immediately

HAME CURRENT BuiLD

WO Enoerar FERN 13 nanina

Cancel EEECY

The table will display an “Update Pending” icon for the Enforcer until the build installation is complete. The
“Update Pending” will automatically clear as soon as the associated Enforcer has begun the process of the

update. Upon completion, which can take several minutes, the new build number will appear in the status.

MAME SUBSCRIPTION BRIDGE STATE BUILD T COMNECTION LOCATION
" T B2/18/25, 0258
00 Enfarces i i i " ” :
HCY Enda ® Enforce Subscription 247 ?, BN Wiest Regior
PERPAGE: 20 « 1-1 tatal

Updates can be scheduled for one or more Enforcers. To schedule a build installation:
e Select the Enforcer(s) in the table

e Select the desired date in the calendar
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Enforcers a  Schedule Update S et

. -] sane sunsCmrmOM e s CET LasT comur
BRIEE, AN

] . @ Erfren St [ ereai | - QI :r:I-'ia.-::

February 20258
2 n 2
n 1 W ar an

e Click the Time tab and choose the desired time (both hours and minutes)

Scheculs Updats 1 Erfrcar Satactad Scheduie Update I E=iorcer Samced

MDY, 2SN VIR, 30 P

]
{ & [
] 1 &
" 3 i
L] L 20
a o
[ ..

PLEASE NOTE: The time selected is in the user's local timezone, but saved in the backend in UTC. For example,
if the user is located in New York City (EST) and selects 6:00PM, but the Enforcer is located in San Francisco
(PST), the installation will begin at 6:00PM EST / 3:00PM PST.

e Click the Schedule button

e On the Confirm Scheduled Updates modal, click Schedule

Caonfirm Scheduled Update

Haota the following

wivilistie bebween now and the

This Enforcer will Update 02/28/25, 12:00 AM

NAME CURREMT BUFLD

HO Enforcer EPER - rovine |

The table will reflect the schedules.
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To cancel a scheduled update:

e In the row of the Enforcer, select Cancel Update from the ellipsis menu

HAE SuBECTIFNON ANIDGE STATE BUILD LAST GONNECTION LocAnon
. aa7 = B2 /1@026, BEL
1 Enforce @ Enforce Subscripton m 217 e Winst Aegion
Edi
PERPAGE: 2 - il

e G Uptiatn

e On the Confirm Cancel modal, click the Cancel Update button

Are you sure you want to cancel this Update scheduled for 02/28/25, 12:00 AM?

HAME CURRENT BUILD

HE3 Entarcar 247 (T

[PUITI Cancel Update

The table will reflect the cancellation.

Users may have the ability to revert to the previous software build that was installed on an Enforcer, if both
the previous and current versions, as a pair, are revertible. Reverts must be scheduled and can be done by
completing the following steps:

e In the row of the Enforcer, select Schedule Revert to Build [#] from the ellipsis menu

02/13/28, 10:53
Thraasar | s Entamniss Subser - 250
@ Thramtar 1 hps Entemiss Subscr D 5 e
&2/13735, 18:53 Ealit
Threasar | Ghpe Essansais Subecn . - 258 ' -
e ipe Essonkoh Bikant o= . pe
o 92/13/25, 10:53
e @ Thraitar 250 Mops Essamals SUBE . [ oma) | 252 o ¥ =
#
_b Soneciuie Hevert to Build 222
02713735, 19:53
Threaber 250 Mops Exsertuls Subs. . - 245 '
rater 250 hops Esserta | o o

e Select a date from the calendar
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Schedule Revert 1 iwstnes S

0130723, 05:54 AM

Mon, Jan 30

Janwnry 2023

e Click the Time tab and set the time (both hours and minutes)

PLEASE NOTE: The time selected is in the user’s local timezone, but saved in the backend in UTC. For example,
if the user is located in New York City (EST) and selects 6:00PM, but the Enforcer is located in San Francisco

(PST), the installation will begin at 6:00PM EST / 3:00PM PST.

Schedule Revert 1 imtsce Seleiod Schedule Reverl 1 naence Seiecea

QU3 10:00 AM O1E023, 1005 AM

12 ob
1 1 56
2 &0 10
8 a 45 15
a8 4 a0 Fard
as 25
B 30
AW M

e Click the Revert button

e On the Confirm Scheduled Revert modal, click Revert

Conlirm Scheduled Revert

This Enforeer will Bevert to Build 228 11/30:23, 10:38 AW
CURRENT
s ey
Beses =20
|

The table will reflect the scheduled revert.

threater.com 35



threater

It is strongly recommended to utilize the automatic installation of Enforce software builds described in the
above sections. Should a manual download of a build be required, please consult our Customer Success team
for assistance. We do not recommend that you attempt Manual Downloads on your own without assistance.
Use our automated mechanism as previously described unless instructed otherwise by our Customer

Success team.

Subscription Management

To manage subscriptions from the Enforcers tab:
e Select (or remove) a subscription from the drop-down
e Make any additional necessary subscription updates to other Enforcers

e Click the Save Subscriptions button at the top of the table

Enforcers Fiter —p7)
2 NAME SUBSCRETION HRIDOE STATE BuLD LAST CORNECTION Locamon
®2/18/25, 131
™ bas |:--_b| @ Throatar 250 Mbps Essentois Subs.... | €3 = | ol | GER bevns i =
2419725, 12110
= [ woma ) 202 Mo
Thaaaior 250 Mbps Essetials Sul
@2/18/25. 1218
*  orms J aom
@ Thonie 250 MEps Exmentiai St
@2/18/75, 12110
Hetant [ o s CIEED
Theaaler 24 Mbps Exsenlial: Subsoriotion = -~
J18/28, 1211
° [ ™ oD 260 QISR R " LA HE
®2/18/15, 12:10
vm-demee Enfurce Migh Availaslily Sabeenpton [ soma ] 250 = -

e On the Save Changes modal, review the selected changes that were made and then click the Save

Subscriptions button

Subscription Status Indicators:

e Green - subscription is actively supported
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e Yellow - support has lapsed; any Enforcer assigned a subscription in this state may not receive

updated threat intelligence and as a result may be in an Allow-All state. You should contact our

Customer Success team to review your subscription status.

Editing Enforcer Name and Location

To simplify your ability to identify your Enforcer according to your own network naming conventions, you can

edit its Name and/or Location:

e Find the Enforcer in the table and from the ellipsis menu select Edit

Enforcers

& hkng

EURECARTION

@ Enforce Subscnpacn

ENBGE STATE

Lt J

BUILD LAZT COMKELTION

@180, 12112
=

PER PAGE

Ed
M ow- (AL

LOGATION

\¥rost Region

e Enter the desired name and/or location

e Click Save

Edit Enfarcer

i
HQ Entorcer

West Region

Subscription Throughput

The Subscription Throughout chart provides the past 30 days of an Enforcer’s inbound and outbound

throughput. To access the Subscription Throughput chart, click on the hyperlinked name of an individual

Enforcer and then select the Subscription Throughput bar.

kvm-demo1

BuUILD ADMIN 1P

259

LAST COMHECTION SUPPORT END

2713725, I@IET AW L3/31/30. D6:6T PH

BRIDGE STATE

SUBSCHIPTION

hreater 1 Gops Enterprze Sut:

NETWORK

2 kwrnedémoi - dietawh

el ICMP Unreachabile

_-_"‘—'—-._,_______“'IHH'JEEHDL'T

P Unreachahis
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The following throughput details will display at the top:

e % Subscription Throughput utilized for the past 30 days
e 95th Percentile for the past 30 days, via industry standard 95/5 measurements
e Current Outbound throughput (in bits)

e Current Inbound throughput (in bits)
The table in the top right corner will display the following inbound and outbound data:

e Current throughput (in bits per second)
e Average throughput (in bits per second)

e Maximum throughput (in bits per second)

The chart displays a graphical representation of the inbound and outbound throughput and the 95th

percentile for the past 30 days. You can click and drag within the plot area to zoom in to a specific date/time.

Subscription Throughput

DINECTION CURAENT AVERAGE MAX
<1% 2 Mbps 25 Kbps 2 Mbps
- Cutbound 25,06 Kbps 2020 Whps 4754 Kbps
Subscription 85™ Parcentile Current Outbound Current Inbound
Throughput
Inbaund 151 Mbps 1.6 Mbps 4.5 Mops

0114425 1o 0211325 B outbound W inoound [ 55" Fercentile
W

ET)

Bits per Socond
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Networks

Enforce inspects Network traffic to determine which packets to block and which to allow. Policies attached to
Networks determine the internet services allowed into your network, as well as those services your local users

can access outside the network.

One or more network rules comprise a configured Network in threatER, and each network is identified as a
device, asset, or subnet on your network. If the Enforcer receives traffic for the configured IP, then it will allow
traffic according to the policy assigned to the Network. Each Network configuration includes a protocol and

port, or range of ports, so that you may restrict specific policy activity to as granular a level as required.

Creating Networks

To create a Network:
e Navigate to Enforce in the left-hand navigation menu
e Click the Networks tab

e Click the “+" button in the top-right corner

Networks Finer )

1 NAME EMFORCERS DIRECTION POLICIES DROF ACTION Ps PORATS

[ ] All yratfic O Endorcer L rbound oy Descard 2.0.9.0/0 All Profocols

| cumaune | Outhound Poficy TCF RAmset
PERPAGE: 20 = 141 ol !

Provide the following (* indicates required field):
e *Name (unique name required)
e Enter an optional description
e Enforcers
o Select the desired Enforcer(s) from the drop-down
e *Direction
o Inbound - determines the kind of internet traffic allowed into your network. Each inbound rule

shows a particular computer and service that will be visible to the internet.
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o Outbound - determines how your local computers can access the internet. Each outbound

rule shows which particular outside internet service a computer can access.

Once all required fields are complete, click the Next button to proceed to the next step.

Create Network ¢

(1] (2 (3]

WETWORK DETAILS REGuNn P35

Network Details

Inbound Tratfic
Dascripton
10 Priforcer @)

Inbound

Provide the following for the Direction(s) selected in the previous step (* indicates required field):
e *Policy
e *Drop Action
o Discard - drops the packet and does not send any response (silently discards it). This is
useful especially for inbound attempts, so that malicious attackers are not necessarily able to
determine your presence
o ICMP Unreachable - drops the packet and sends an ICMP unreachable packet to the sender.
This is generally recommended only for use with outbound policies.
o TCP Reset - drops the packet and sends a TCP Reset packet back to the sender.
Recommended only if the firewall doesn't properly allow ICMP Unreachable messages.
Additionally, this is generally recommended only for use with outbound policies.

e Click Next to proceed to the next step.
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Create Network

@ 2]

HETWORK DETALS INDSIN R

; @

HEXT
Inbound

Inbowq PQ‘-C“ ! m

Sron Ack
Discand Cirdy

If “Both” was chosen as the Direction on the Details step, the next step will be the same as above, but for the

Outbound direction.

Create New Policy During Network Creation
If a policy does not exist that you want to apply your Network to, you have the option to create a new policy
within the Network wizard. To do so, click the “New Policy” button on the Inbound and/or Outbound step and

then follow the steps to create a policy, outlined above in the Policies section of this document.

To add IPs to your Network, provide the following (* indicates required field):
e *IP address
e *Maskbits
e Description
e *Port
o All Protocols is the default selection
o To choose a Port you have previously configured, click on the drop-down and select the
desired option
o To create a new Port:

m Click on the Create button
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Add IP to Network

1.234

m Provide the following (* indicates required field):

e *Name
e Description
e *Protocol

o "All: 256" is the default selection, but another protocol can be selected

from the drop-down
m  You will be required to provide a Port or Port Range for some
protocols, such as TCP and UDP
o Click on the “+" button to add the Protocol

o Add any additional Protocols, as necessary

Create Port

Cusaamear Par

FROTOG PORTIR|

o Click the Create button to return to the Add IP Panel
e Click the Add button to add the IP to the Network
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Create Network ¢
& L] © ®
WETWOK DETRILE. woEmD s CREATE RETRORK
Natwark |Ps Add IP 10 Netwaork
1244
Gt
e

e Follow the steps above to add additional IPs

e Once all IPs are added, click the Create Network button to create the Network.

Create Netwaork 4
x. o o
Metwork IPs Add [P to Network
[ ] [ ]
Editing a Network
To Edit a Network:
e Find the Network in the table and from the ellipsis menu, select Edit
Networks Filter Q
Q NAME ENFORCERS DIRECTION POUICIES DROP ACTION wPs PORTS
[ ] All traffic HO Enfarcer ik Imbound Policy Discard 0.@.0.0/ All Protocois
W Outhound Policy TCP Hesst /
Edit...
PERPAGE: =20 1-1 fole
Duplcate
Delele

o Edit Network Details -
m This Is the default view when editing a Network. Make any necessary edits and then

select another step that requires updates.
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m [f edits are only needed on this step, click the Save button in the top right corner

Edit Network G caneer )

o o ]

uerwomioemss  wsmme -

Metwork Details

Irbounc Traflic

o Exkoree

o Edit Direction (Inbound/Outbound) -
m  Select this step(s) to update the Policy and/or Drop Action

m If no other Network edits are desired, click the Save button in the top right corner

m If additional edits are needed, select the applicable step

Edit Network 2 S

HETRONK GERALE [ ouTnCUhD s

Inbound

Inound Posicy - HNew Policy..

Discand Onky

o IPs-
m Select this step to add or remove IPs
m Refer to the IPs section above for guidance

m If no other Network edits are desired, click the Save button in the top right corner

Edit Network ‘. B

TR SRS sebiti Ll

Matwor IPe At 1P 5o Matwork

Deleting a Network

To delete a Network:
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e Find the Network in the table and from the the ellipsis menu, select Delete

Networks Fiar a @
i HAME ENFORCE 2 DIRECTION POLICES BROS ACTION (2] PONTS
L ] Al mmaffic HO Enfosr nsowre Inbow Discact 0.2 0.9/ Al Sroinco
[ s | ot TCR Resal
1]
PER PAGE: 2o 141wl
Dupicag
Dbl

e On the confirmation modal, click Delete

Delete Network

Ara you sure you wanl o delele this Natwork™

Inboand Traffic

The Network is now deleted.

Network Duplication

To create a new network, based on an existing one, you can utilize the network duplication feature. To

duplicate a Network:

e From the ellipsis in the far-right corner of the table of the network you would like to duplicate, select

Duplicate
Networks Filtr a @
i‘" NAME ENFORCERE DIRECTION POLICIES DROP ACTION 1Pg PORTS
[ ] All tratfic HQ Enforcs mbuai Inbound Folicy Dhiscand 2.0.0.0/0 All Protocots
EE=R Cumound Foliy TCP Fissat
Edn.
PEA PAGE N - 11 iz
Dupsbcate
Delee

A copy of the network will be created with the word “copy” appended to the network name (this field can be
edited to the desired network name). The network will not be assigned to any Enforcers until done so by

editing the Network and manually applying the Enforcer(s) to the network.
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Ports

Ports define the protocols for a given Port and can be used across multiple Networks for allowing or blocking

defined Ports.

Adding Ports

To add a Port:
e Navigate to Enforce in the left-hand navigation menu

e Click the Ports tab

e Click on the “+" button in the top right corner of the table

=

NETWONRHS OESCRIPTION

PROTOCOLS

Imbaund Part TLP: 50-2488

Cutboarst Pur UDP: B0-2485

e Provide the following (* indicates required field):

o *Name

o Description (optional)

o *Protocol

m  "All: 256" is the default selection, but another protocol can be selected from the
drop-down
e You will be required to provide a Port or Port Range for some protocols, such
as TCP and UDP

m Click on the “+" button to add the Protocol to the Port
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m Add any additional Protocols to the Port, as necessary

Create Port
Qutbound Porl
o B
LOR; 47 - 50-2489

i

<)

o Click the Create button to create the Port

Editing Ports

To edit a Port:

e Find the Port in the table and from the the ellipsis menu, select Edit

I

Create Port
Ousbound Pard
Duseny
PROTOCOL PORTIR
o T S0-2480
All; 258

Ports

NAME

Inbiownd Fart

Ouibound Port

PROTOCOLS

TCP: 50-2488

UDF: 50-2488

Filter

METWORKS

PER PAGE:

DESCRIPTION

Duiplcate

Delzta

e Make the necessary changes and click the Save button
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Ports
MAME
Inbaiind Port

Cutbound Port

PAOTOCOLS

TCP: 50-2488

UDP: 50-24B9

Filtar Q

NETWORKS DESCRIPTION

PER PAGE: 20 - 1-2 ksl -

Edit Port

{ln!ﬁaul\d Far

PROTOCOL

TCP: &

All: 256

PORAT(S)

60-2489

Deleting Ports

To delete a Port:

e Find the Port in the table and from the the ellipsis menu, select Delete

HAME

Ports

Filtar

PROTOCOLE NETWORKS

TOF. 50-2489

TCP: 50-2489

UDP- 502488

DESCAIPTION

PER PAGE: o - ol

Edl

Druplcate

Disens

e On the confirmation modal, click the Delete button

Delete Port

Are you sure you want to delete this Port?

Customer Port

Cancel Delete

The Port is now deleted.
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Policies

Policies allow users to determine what is or is not allowed through specific networks or network segments. As
there are no limits to the number of policies that can be created, users can create as many or as few policies

as they need to protect each of their networks as they deem necessary.

Create a Policy

To create a Policy:
e Navigate to Enforce in the left-hand navigation menu

e Click on the Policies tab

e Click the “+" button the top-right corner of the table

POLICIES

Policies

MNAME NETWORKS MRECTION DESCRIPTION

Inbiandd wralfk

Inbaund Poliey

Outhaind traffic

PER PAGE 20 - 12 sl
—

Dustoungd Policy

Enter a name (required) and optional description for the Policy, then click the Next button.

Create Policy ¢

POLICY DETARLE P8 BY COLMTRY REBERVED / S BY ABA AIBK THREEHD LW LETS

UNASHGNED

Policy Details

HO Palicy

Falicy laf HO aperatian

By default, IPs from all countries are allowed. Traffic can be blocked from specific countries one of two ways:
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e Option 1- Click on a country in the map to change it to the block setting (country will now be red)

Create Policy ¢
POLICY DETAILS IFS Y COUNTRY AEGERVED { UNASSIGNED PEUY ABN A THAEGHOLDS LTS
Fittat a | |a . IPs by Country S
COLNTRY ALLOWVELOCHK
Alghentstan .
Alard Islands ®
Aleznia .
Algesia .
Amarican Samaa .
Ardarra .
Argila .
Arguilia .
Argarciica [ =
Arsigu ared Bartieda [) o
it - @ Asowed @ Dlogked

e Option 2 - Search for the country in the Filter box and then move the toggle to the Block state

Create Policy ¢

o 2] (3 (4] & (6]

POLICY DETAILS RS BY COUNTARY REEERVED / UNASSIGNED IPEBY AZN FAISK THRESHOLDS LISTS

Bl a = . IPs by Country

COUNTRY ALLOWBLOCK

Balarus e
HBalgium 23
Bafizs &

® nilowed @ Blocked

e Alternatively, you could select ‘Block All' and start selectively allowing individual countries. This can be
a great way to geo-block most of the world except the areas in which you do business.

e Once all IPs by Country settings are complete, click the Next button
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Reserved and Unassigned IPs are allowed, by default, to help prevent internal IPs from being blocked. To block

either, select the Block button(s) and then click Next.

Create Policy ¢

& o (3] © (5 (6]

POLICY DETALS IPS BY COUNTAY AESERVED [ PS5 BY ASN RISK THRESHOLDS LISTE
UNASBIGHED

Reserved and Unassigned IP Settings

Reserved IPs m Biock
Unassigned IPs m Black

Traffic can be allowed or blocked from a single autonomous system number (ASN). This can be a useful
feature when you are relying on large-scale geo-blocking, but find the need to allow one or more ASNs in a
given country while maintaining blocks on all other activity associated with that country. Similarly, it can be a
great way to quickly block all activity to and from ASNs that have been compromised or are being heavily

used by malicious actors.

To add an ASN to your policy:
e In the left-hand panel, search by ASN Name or ASN Number
e Click on the verdict you want to apply to that ASN (Allow or Block) to add it to the right-hand panel

Create Policy ¢

(/] (] (] (4] (5] (6] >

AESERVED { L HEXT
POLICY DETAILS WS BY COUNTRY L) 95 BY ASN RISK THRESHOLOS LISTS
ASNs  dropbox o \Verdicts Filter q

FER PAGE: mn e -

NAME ASN VERDICT
NAME asH VERDICT
Diropbeo Ing 3F3474 m Blagk
Dropbax g 61158 Allow  Biock
Dropbo. e 186749 Allow  Block
Dropbon, o B43TE Allow  Blach

e Repeat for any other ASNs you want to add
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To remove an ASN click on the trash icon in the row of the ASN.

Create Policy ¢
AESERVED | THAES 3 5 MEXT
POLICY DETARS #3 BY COUNTRY UNASSHINERD iP5 BY ASH FEK THRESHOLDS LISTS
ASNs | dropbox o Verdicts Fitior q,
PERPAGE: 30 - n
HAME AEN VERAGT
MAME ASN WERDICT
Deopbax Ing 393074 m Blook
Drapbius . orioe  (EEE oo ]
DOrapbax, Ine 19678 Allow Blogh
Dropbas. Inc. 54372 AMgw  Bloch

e Click the Next button when all desired IPs by ASNs verdicts are applied

There are many threat categories that can be enabled. All IPs included in the threat lists are placed in one or
more of these categories. Each IP in the threat intelligence also has an associated score that can range from 1
to 100, with a higher score representing a higher confidence of it being malicious, as rated by our feed
partners. Enabling categories and setting Risk Thresholds allows you to control how strong of a policy you
want to apply. Since the Risk Threshold setting indicates confidence in malicious activity, the lower this is set,

more traffic will be blocked.

As an example, if the Command and Control category is enabled with a threshold of 90, any IP identified as a
Command and Control with a score of 90 or above will be blocked. If the Command and Control category was
not enabled, the connection would be allowed through by the threat list, but could still be blocked by other
categories (since an IP or domain can appear in multiple categories), Block lists, IPs by Country policy, and so

on.

To enable a category, select the checkbox to the left of the desired category. To enable all categories, select
the checkbox at the top of the column. As a matter of best-practice, we strongly recommend enabling all

categories.
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@ o @ o (5 >
POLICY DETAILS RS B COUNTRY H&I—vcﬁg& PS5 AY A5M RISK THRE SHOLDS usTs Xt
Risk Thrashold Settings
HAME
Actyareed Parsistant Theeal
Batnet
Brute Fomos Password
Cammiand and Connol
] Caympeoemiged
BbOS
Duap Site
Endpaint Exphits
Fraiidert Activity
llkagal Activity
Orfing Gamng
PP Mz

To set a Risk Threshold for a category, enter a value between 1and 100 in the text field to the right of the

category. To apply the same Risk Threshold to all categories, enter your value in the text field at the top of the

column.
& @ o @ (5]
POLICY DETARLS IFS BY COUNTRY w_gsﬁéi%{. IPS BY ASH RISK THRESHOLDS UsTS

Risk Threshold Settings

Aovancad Parsictent Thrast a0
Botned a0
Brube Farce Password B0
Command and Canrel 80
Compromisad B0
] ooas 80
Drop Sile B0
Endpoint Explaits a0
Fraudulant Activity B0
llegal Aciivity a0
u Cinling Gaming a0
P2P Noda &0

Once all settings have been applied, click the Next button.
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Best Practice Recommendation for Risk Thresholds:

We recommend a value of 80 for customers who want to be aggressive (more will be blocked), and 90 for
those who want to be more conservative (less will be blocked). If you need to block more IPs in a certain
category, lower the score in that category. If you want to block fewer IPs in a certain category, raise the score

in that category.

For example, if you're hearing that many legitimate sites or services are being blocked, and upon correlating
with your logs find that they are being marked as spam with a score of 90-94, you can raise the threshold for

the Spam category to 95. Now, you will see fewer unexpected blocks based on Spam.

On the other hand, if you are checking your logs and seeing many unidentifiable Endpoint Exploits are getting
through with a score of 85-89, you can lower the score to 85. Now, you will see more blocks based on

Endpoint Exploits.
Lists

Users can enable Allow, Block, and Threat Lists per policy, which specifies the IPs and/or domains that should
be allowed or blocked on the policy. Allowed, Blocked, and Threat Lists do not influence traffic until

enabled on a Policy.

To include a List as part of your policy, search for the List(s) (you can utilize the Filter at the top of each panel)

and then select the checkbox next to each desired List.
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Create Policy ¢

L
LISTS

CREATE POLICY

POLICY DETAILS IPS BY COUNTRY RESERVED / I3 BY ASN RISK THRESHOLDS
UNASSIGHNED
Allow Lists Block Lists Threat Lists
Q Filter Q, Fiter Q
Akamai Blocklisi, di n Webrook
Allow IP Inbound CINS Arrmy
Allaw IP Gutbeund CISA Alart
Amazon Cloudfront Cloud Aftackars
Gisco Wabax Cugtarner Manual Doman Lig!

Cusinmer Manual List
DHE Information Sharing

ET Biack IPs

ET Compmamissd IP5
Feodo

Stale of Missoun S0C

1 o
z

BB EEBAB

.ﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂ

Once all desired Lists have been selected, click the “Create Policy” button.
Best Practice Recommendation for Lists:
We recommend the following:

e Allow Lists - Enable only the lists/services you want allowed for the specific policy. Generally these
would be services that your business is reliant on. We strongly recommend that you always enable
the and lists, especially for outbound policies, to ensure
that your environment never loses connectivity to critical threatER resources.

e Block Lists - Enable all Block Lists, except for Zoom, which can be enabled at your discretion.
Creating an Allow All Policy

Allow All policies can be used as a "break glass” policy in cases where a business critical site or service must
be accessed, but is being blocked. By using an Allow All policy, all traffic is allowed through the Enforcer and
continues to be logged for review. We recommend using this policy instead of putting the device into bypass
mode if you don't know whether or not the threatER platform is blocking this traffic, so that logging is

maintained. In bypass mode, no traffic is logged.

To create an Allow All policy, apply the following configurations on each step:
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e [P by Country: Allow All
e Reserved and Unassigned IPs: Allow both
e Risk Thresholds: Disable (uncheck) all categories

e Lists: Disable (uncheck) all Block & Threat lists
Edit a Policy

To edit configurations of an existing policy:
e Find the Policy that needs configuration edits in the table and from the ellipsis menu in the row of the

policy, select Edit

POLICIES

Policies Fitst a @

NAME NETWORKS IRECTION DESCRIPTION

Inbitnang Paficy Al tradfic inbrourd Iriscaund fraffic

Al traflic copy LT /
Chutbound Palicy Al traffic m Outbound traffig  EdiL..,
Al traffic copy

Duplicase

PER PAGE: =20 -2 ol

e Click on the Policy step that needs adjustments and make the necessary edits
e Click on any other steps that needs adjustments and make those edits
e After you have completed all desired edits, click the Save button to enact all policy edits. Your

changes will temporarily save step to step within the wizard, but will be lost unless you click the Save

button.
Edit Policy G — "
POLICY DETAILS IPS BY COUNTRY RESERVED  UNASSIGNED IPS BY ASN RISK THRESHOLDS LISTS

Delete a Policy

A Policy can only be deleted if there are no Networks utilizing that policy.

To delete a Policy with no Networks assigned to it:

e Find the Policy in the table
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e From the ellipsis menu in the row of the policy, select Delete

Policies Fille a @
NA ME NETWORKS DRECTION DESCRIFTION

Intcsund trafic
IEbeaan Inbcoinad rafic =

b Outbound trafflg DURE
Duoimte
PER I"aﬁ £ e - 13t —

e On the confirmation modal, click Delete

Delete Policy

Are you sure you want to delete this Policy?

Demo Palicy

Cancel

To delete a policy that is being utilized by a Network, you will need to edit the Network the policy is assigned
to and remove the policy from it.

Policy Overview

To view the details of a policy on one screen:

e Click on the hyperlink of a Policy Name

Policies Fite a @
RAME METWORKS DIRECTION DESCARIFTION
I Foll — Inbound trathic
Ohi i Dutsound talic
FER PAGE: 20 w 1-24atal -
L_|
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Inbound Policy “
S i vame [ - ] [ i |

Lists Risk Thresholds
Hawe rvee e soumce

B & B
® & 3

= B
B = B
& &2
] 3
& 3 @
=] @ DI

ErR

ASNs
MAME ASN VERDICT
1] '-.' Al {2 "
ELETR oo |
# 200, Express tower SET26 m
#26, Banmerghana Road, 1. P Magar, Phase [l wiee  [EEEE
¥ ABED, Sangkal Becun Proil, Whan TMakars, Placm Pent ssae (R
# 9 Sashad Aoad seers (I
& 1120 Shimobuizawa Ghuo-ku Sagamilera-sh Kanagewa-hen e ([
e o HNTS4T CANADA 5. AR F wiese (RN
The top panel will display:
e Policy Name
e Network(s) the policy is assigned to
e Reserved and Unassigned IPs settings
e Policy Description
Inbound Policy @
NETWORKS RESERVED IFS UNASSIGNED IPS
£ Al valfic [ wiow | =B

The Lists panel displays all lists available to your company. The left column will display a green checkbox if the
list is enabled on the policy. You can narrow down the results via the filters available in each column. Clicking

the Edit button in the top-right corner will allow you to add or remove Lists to/from the policy.
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Lists |:||

MNAME TYPE INDICATOR SOURCE
v : v
@ Akamai Allow n CSV File Connect...
@ Aliow IP i n
@ Allow IP Inbound —_— n
@ @ Allow IP Outboun... e— n

@ Amazon Cloudfron... m n CSV File Connect...

[¥i @ Bambenek ML-Malw... m Domain Bambenek

[ @ Bambenek ML-Phis... [ Biock | Domain Bambenek

[ @ Bitdefender APT-... m Domain Bitdefender

[+ @ Bitdefender C2-1... | Block | [ P | Bitdefender
— — E—

The Risk Thresholds panel displays the current settings applied on the policy. Categories set to threatER’s
security best practice of “80” will display a green bar. Anything above or below that will display a blue bar. If a
Category is NOT enabled on the policy, a bar will not display and the Category name will display in red. Click
on the graph to view a list of the Category settings. If edits need to be made, click on the pencil icon in the

top-right corner.

Risk Thresholds
100
B e e s s
I I I I I I I I I Risk Thresholds
¢ o & &8 _}b i A8 # @ @ e
SR R al :
& & & F TGS T nt Threat BO Baotnet 80
.‘p“m ne“@ 6\6“\ - @o‘ﬁ Q@&‘ e ssword B0 Command and Control 80
‘b“’\ (PS Compromised 80 DDOS 80
Endpoint Exploits 80
Fraudulent Activity 97 lliegal Activity B0
Online Gaming B0 P2F Node BO
Proxy / VPN 97 Remote Access Server Bl
Scanner B0 Spam 80
TOR ¢ Anonymizar BO Undesirable Activity 80

Web Exploits BO

[

The Countries panel displays, by default, the map view of which countries are blocked and allowed. To view a
list of the country settings, click on the list icon up top, or click on the map. To edit which countries you are

blocking or allowed, click on the pencil icon in the top right corner.
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]

Countries &

ewe 1 Countries @ = I:ll

COUNTRY VERDICT

BELARUS m
IRAN (ISLAMIC REPUBLIC OF)
NORTH KOREA
RUSSIAN FEDERATION

The ASNs panel displays the ASNs explicitly blocked and allowed on the policy. You can filter down by ASN

Name and Number, or by Verdict. To make any edits, click the pencil icon in the top right corner.

m—
ASNs D
NAME ABN VERDICT

T v R LS|
Digital Dcean, 16, 393408 Block
Digital Ocean, Inc. 3362 Allaw
Digital Dcaan, Ine. 135340
Drapbax ecoorses: (NI
Boogls woooiensn (R
Micrasaft Gom 1O Eas1 m
OVH SAS 16276 m
OVH SAS 35540
cac T ... |

Policy Duplication

An existing policy can be duplicated by taking the following actions:
e From the ellipsis in the far-right corner of the table of the policy you would like to duplicate, select

Duplicate
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Policies

HAME HETWORKS

DIRECTION

nbound Policy

Qutbaind Poliey

Fittar Q,

DESCRIPTICN

Inbound traffic

Outbaund traffig  Edit

Duplicate

PER PAGE: 20 =

ra
=
B

A copy of the policy will be created with the word “copy” appended to the policy name (this field can be

edited to the desired policy name). The policy will not be assigned to any networks at the time of duplication.

To_assign a policy to a network, navigate to the networks tab and assign the policy to the desired network(s).

Policies Fifte a @
MAME NETWORKS DIRECTION DESCRIPTION
nbound Policy All traffic Inbound Inbound traffic
All trathic copy Inbound
Inbound Policy copy Inbound traffic
Qutbound Policy Al traffic Outbaund tratfic
All traffic copy b
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Subscriptions

Enforcers log traffic, filter traffic, and receive updated threat intelligence with a supported subscription.
Without a valid attached subscription, the Enforce software will blindly forward traffic in both directions with

no filtering action and no logging. The Subscriptions tab can be used to assign subscriptions accordingly.

The following will display on this tab:
e Enforcers
o Displayed in the left-hand column
o Enforcer Statuses
m Green - Enforcer is assigned an active subscription
m Yellow - Enforcer is assigned a subscription that is no longer under active support;
any Enforcer assigned a subscription in this state may not receive updated threat
intelligence and as a result may be in an Allow-All state. You should contact our
Customer Success team to review your subscription status.
m Red - Enforcer does not have a subscription assigned to it; the Enforcer will not
receive updated threat intelligence and will be in an Allow-All state
e Subscriptions

o Displays the subscription assigned to the Enforcer

SUBSCRIPTIONS

Enforcers Fier a
HAME & SUBSCRIPTIONS
L ] ENFORCER - FAXE 1 @ 100 Mips Test Aulomation Subseiption
L] ENFORCER - FARE 2 Select S Selnal Subscnption
L ] @ Threater 250 Mbps Essartials Subscrip. ..
ardareor-qad! -kvm Enlonce 2 Gbps Subscription - High Av._ -
L ] andgrearqatE-kym @ Threatar 1 Gbps Essenbals Subscrption -
] andorcer-gald-kvm ® Enfonco Subscription -

To assign a subscription to an Enforcer:

e Select the subscription from the drop-down
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Enforcers Fites Q

__’_‘_‘_ NAME & SUBSCRIPTIONS
[ ] EMFORACER - FAKE 1 @ 100 Mbps Test Aulomaban Subseriplion -
] ENFORCER - FAKE 2 | - Selact Subseriplisn -
J
L] rifceCer-gh L 5
T af11-hri =
L
® ricecer-gal2-kr -
L
L ] anloecer-Gand-Him @ Enforna Subsonpion a
[ ] Oh_Wili_Enfancer] @ Enforce 2 Ghps Subacription - High Ay b

e Click the Save button

Enforcers —> 3

& NAME & SUFSCAIFTIONS
[ ] ENFORCER - FAKE @ 100 Mbpe Tast Auipmalicn Subscipiion -
™ EMFORCER S
[ ] enforoar-qa-ess @ Threaler 250 Mbps Essentials Subscrp. .. >

e On the Save Changes modal, review the selected changes that were made and then click the Save

button

Save Changes

Are you sure you want lo save?

Briforce Bubsenpion  was added fo JEEIEESHEES
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Unexpected Blocks

threatER’'s Unexpected Blocks feature allows you to retrieve outbound Port 80 and 443 traffic logs that your
Enforcer(s) have blocked. These logs enable portal users to make an informed decision on whether to allow

those IPs.

NOTE: All Enforcers must be on Enforce Build 240 or greater to utilize the Unexpected Blocks feature, but it is
recommended that you upgrade your Enforcers to Build 254 or greater for a more performant Unexpected

Blocks experience.

Block Events

To perform an analysis:

e Navigate to Enforce in the left-hand navigation menu
e Click the Unexpected Blocks tab
o This tab will NOT appear until all Enforcers tied to your portal account have been updated to
at least Build 240
e Select a Date Range and the Enforcers you want to query logs on
o Default selections are the last 3 hours and All Enforcers

e Click Submit

threat

ollact WFORCERS NETWORKS PORTS QLICIES SUBSCRIPTIONS UNEXPECTED BLOCKS

Enforcs Initiate Block Analysis ¢

hedplace E‘ ; All Enforcars = T Hasdl m

Please note: The length of time associated with available results varies based on the parameters selected,
your network activity/connection, and the resources (such as system RAM) of your Enforcers. The progress of
your analysis is available on the Unexpected Blocks tab. You can navigate away and perform other functions
within the application while your analysis is processing, but if you logout or close your browser your results

will not complete.
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Once your submitted query is complete, the log entries will display on the Unexpected Blocks tab. By default,
duplicate IPs are consolidated into groups, and the resulting IP groups are listed in descending chronological

order.

Block Events Fllter Q,
ADOAESS CROUP CKTE @ ERFORCER L=Ts CATEQOAY | BECORE | THRESHOLD

> 8.8.4.4 B U8 sk 1

2> '34.234_.106.B0 o i

2 10@.28.201.155 [+ 8 Estlury

3 151.101.139.132 ﬁ‘;:?“ J:1 Pl i B Waticct Fraudidant Actity o e @

> 151,191.86.132 7 :: B Watioot Fraudulant Actvity o s @

The header row of the IP group will include:

e Event count - The number of unique events returned for that IP in the log set

> 99.98.2.57
24 events —

e Extended Info icon - Clicking on this icon will display any additional information that is available for
the IP (i.e. Reverse DNS, WholS, County, ASN, etc.). Any Allow Lists the IP was found on that may be of
interest when determining a proper mitigation strategy will also display. Note that although the allow
lists may display, by virtue of appearing in the log, the corresponding set of IP events were indeed still

blocked.

10718524, 11:51:37 AW Erforooe AWS @ Veebrool Frauculer Acinty LN TN )
bl 151.191.2.132 o e Braxy | VBN 80 1o @

DETAILS WHOE WHOIE EXTERDED
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e Date range - the first and last logged timestamp for the IP in the queried range

e Enforcer(s) - a list of Enforcers that blocked the IP event set

e Lists - the Block and Threat Lists the IP was found on

e Category | Score | Threshold - If the IP was on a Threat List the following will display:
o Threat Category(s) for the IP
o Threat Score(s) for the IP
o Threshold(s) set in the outbound blocking policy for that Threat Category

m  The header row will be a roll-up of all categories/scores/thresholds of the child events

1@/16/24, 126714 PH Rym-chme @ vienrool & Fraudulent Activity CU N ! ]
151.101.194.132
e 16/16/24, 19:02:14 &M Hum-gemo] Frauculest Activny 9 & @
149 oty Prosdy J VEN o9 e @
Proxy § VPR ap | a7

Note: A warning icon will display next to Fraudulent Activity and Proxy/VPN if the threshold set on these
categories is less than 97. Our threat intelligence has found that these 2 categories are the most likely source
of unexpected blocks and setting these 2 categories to 97 can help alleviate issues you may be having with

unexpected blocks.

To view the IP’s child events, click on the chevron to the left of the IP address:

= BEM Erforost MNE o Wrteon Encoont Exsioss B B
Sz 1 s Sathen S o k8
P ey — Seamer L

Each row will display the event-specific data for that individual timestamp.

If you prefer viewing all Block Events by timestamp, simply click on the Ungroup icon and the table will display

all events in reverse chronological order.

Block Events
Ungrogs
ADDRESS GROUP _> 5 DATE @
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ADDESE & ENFORCER LSTE CATRGONY | SCONE | THAESHOLD

Uf2%, 3113135 PH
B3:13:25 PH

25, B3;13:25 FH

5, B3:13:30 PH

» 02/18525, @3:13:27 PH

3 02519525, B3:12:145 PH Frauculeai Activiry 99 a0 @

» W2/19/05, @31LI:15 PH Frauculant Actiuity =T ]

In the Block Events table, you can add columns to view the Reason why the IP was blocked and the Policy that
blocked the IP. To add (or remove) these columns, click on the column icon at the top of the far-right column

and then select the column(s) you would like included in the Block Events table.

CATEGORY | SCORE | THRESHOLD e
= Acting Policy
Raason
ADOAESS GROUR DATE EMFORCER LisTS ACTING POLIGY REASON CATEGORY | SOAE | THAEEHOLD
TSPk O2AW ANH v
.B.4.4 02/10/25, ®3:13:3E PH Kymegamog 0 B Eiock List Kymalemo? - oulbong m
} B B 4 2718726, 12:18:24 PN
;
Ky I Maiwars Pairs Entespiize [ e |
> 34.234.106.80
144 pive
D2 10/26, 03;13:25 PN 3 B} Malware Pairgl Enlerprise u
> 10@.28.201.155
e = 02/19/25, 17:16:14 FH K Mo
> 151,101.130.,132 92/18/25, @3:12:15 PH : 3 | m Fraudylen Actuiby
sttt e 92/19/35, B2:35:15 FH kv

Please note the following on the returned Log Entries:

e Reverse DNS and the basic WHOIS data may not be available for all entries

e |tis common to find that some of the expanded data conflicts. For example, country and ASN
information may differ across the various sources when expanded. These deltas can assist you when
determining whether something is nefarious or not so that you can make a more informed decision
about what you choose to allow.

e The “Existing Log Range”, available in the status card above the table, provides the date range of logs
that were available for that individual Enforcer. This range can be within or outside the search

parameters. If the range available is outside the search parameters, the Log Entries table will still only
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display the results within the date range you originally searched for. You can use the “Existing Log

Range” to determine if you may want to expand your search parameters.

e A maximum of 1,000 entries per Enforcer will be returned.

(e]

Example: A log analysis is submitted for 03/07/24, 08:51 am to 03/07/24, 11:51 am. The “Existing
Log Range” returned is 03/07/24, 03:00 am to 03/07/24, 11:51 am. The Log Entries table will only
display Block IP entries on Ports 80 and 443 from 03/07/24, 08:51 am to 03/07/24, 11:51 am, if

there are any that meet that criteria.

e threatER Enforce software uses short-term RAM-based log storage to ensure the highest possible

performance with no added latency to your network traffic while maintaining industry-leading

security. Because of this and based on your network activity, your Enforce logs could wrap quickly and

you may not be able to retrieve logs from within your specified time range.

(e]

For customers finding themselves constrained by these limitations, our strong

recommendation is to leverage an external SIEM (such as Splunk, IBM Qradar, Gravwell, and

others) to sink all logs using the Enforcer’s built-in Syslog Export feature set, and then leverage

the SIEM environment to perform unexpected blocks triage.

Mitigation Strategies

Once the IP that was being blocked is identified, you can click on the Mitigate button in the far-right column.

1 mveris

ra

(441

18/18/24,
» 62.217.83.140 Sy

10718724,
18/18/24,

1@718/24,

18/1LB/24,

11:55:12 AM
11:55:12 AM

11:B2:37 AM
Ba-3T: 54 AM

11-52:37 AM

11:-88:32 AM

Enfaraat - Of-pifaiss

Enfarnar AVE

[ Malwars Fatrol Enioeprise

Wabmps

Disttaiing

Chutbaund

Batnet
Command and Gorrol

23 a0
B3 a0

==
—®

—

Note: Mitigation can happen at the roll-up level, or at the individual event level.

You will be presented with up to 3 mitigation options. Only mitigation strategies relevant to the particular

event or event set will be displayed, so you may see less than 3.
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Adjust Thresholds Enable Threater Allow List Add IP 10 Allow list
O thraa imtedigenee indoales hat the Threst Categanes IS | appaars an Threaler's out-ol-tha-box Allow Lists: After raviewing the Biock Events for 181008402 and
Frusiont aztvry . ard (Al 57 e Most kel cause of determining it & safe %o Atow, i can be added to Manual P Allow

e Unexpected Biock for 1850018688 _ To misigate this, we » Fiuaty Lis{s). This Mibigation Strategy prowides ihe fieadbility (o sel an
expiralion dabe for the 1P and remave @ lrom the Aliow List o o

parskt s mar ally ramave

eecomnmerd Ihal f you ane expetiencing problems with
Urenpected BROCks you adjust Risk Theesholds for tese
caleganas o 97 on e Culbound Pokoy.

¥ou can enatbk this List on Outbaund Palicias f stop
AELIOLIBA AR | Tram being bioced

Addpst Enztile Ak

The Adjust Thresholds option will be presented if the IP meets the following criteria:
e Ona Threat list
e Categorized as Fraudulent Activity and/or Proxy VPN

e Thresholds on the outbound blocking policy for those either of these 2 categories is less than 97

If this is the desired mitigation strategy, click on Adjust.

Adjust Thresholds

Cur threat intelligence indicates that the Threat Categories

Fraaiaent Acinity  an0 are the mos! kkely causs of
the Unexpected Biockfor 181001213 . Ta migate this. we
resommend (hal i you are sxpedencing problems with
Uriexpecied Blocks vou adjust Risk Threshoids for hess
catagaries 1o 37 on the Outhound Palicy.

Adfust

The outbound policies that blocked the IP will be selected by default. All other policies are also available to

select.

Thresholds

Mitigation Adjustments

hdjust Thresholds

B oubong Froustatert astrety 37

D

Target Policy

Cutbound

W~ Baok Cancol [EETE
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Once the desired policy selections are made, click on the Adjust button. A confirmation modal will then

display.

The Fraudulent Activity and Proxy VPN category thresholds will now be set to 97 on the applicable policy(s)

and enforced accordingly.

If the IP is on any of threatER’s out-of-the-box Allow lists, this option will be presented, as well as the names

of the lists the IP was included on. An additional note will display if any of these lists are a CDN list.

If this is the desired mitigation strategy, click on Enable.

Enable threatER Allow List

1sLRIEE  appaars on threalER's out-of-tha-box Allaw Lists:
» Fastly
You ean enable this List on Outbound Policies to stop

15t101.2.932  from being blocked.

norease the atlack surfacs

3 of Contand

Dalivary Networks

3 Enable

Select the Allow List(s) you would like to enable. The outbound policies that blocked the IP will be selected by

default. All other policies are also available to select.

Enable threatER Allow List 151 10121

ALLOW LT poUCY Mitigation Adjustments
Fasily = Al Al Ibein
Intoured Enable List
Dutbard Fastly [ oon

Target Palicy

Oubouna
Note: Ercbiing a GOMN Allay
yisur Netwodk: froen malcious

Helwe

A5

e Back
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Once the desired policy selections are made, click on the Enable button. A confirmation modal will then

display.The selected Allow list(s) are now enabled by the selected policy(s).
Add IP to (Manual) Allow List

This mitigation option will always be available as a selection. This option gives you the flexibility to set an

expiration date or remove the IP from your manual allow list(s) at a later date.

If this is the desired mitigation strategy, click on Add.

Add IP to Allow list

After reviewing the Biock Events for | am 2033 and
datarmining it is sale to Allow, it can be added to Manual IP Alow
Ligtis), This Mitigation Stratleqgy provides the Fexibility o sel an
expiration date for the 1P and ramove (1 from the Allow List or 1o
persist until manually remaoved.

Select the manual Allow list(s) to add the IP to.

The colored pips next to the Allow list names indicate the following:
e Green - The list is enforced by the policy that blocked the IP address. Adding the IP to this List will
allow it through the Networks Enforced by this policy.
e Grey - The list is not Enforced by the policy that blocked the IP address. If the IP is added to this List,
the IP will be allowed on the Networks Enforced by the Policy(s).
e Red - The list is not enforced by any of your policies. If the IP is added to this List, it will continue to be

blocked until and unless the list is added to policies of interest.

Make any necessary edits to the IP entry:
e Maskbits - default is 32
e Description - default is “Added by Unexpected Blocks”. We generally recommend that you update the
description to be something meaningful such as tying it to a requesting end user, website, and/or

discovery date.
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e Expiration - default is “Never”; however, we generally recommend that you time-bound allowed-lists

additions when feasible.

Add P to Allow List 1511

MLOWLET B : Mitigation Adjustments
= W Atk (P Ot Added by Unapectsd Blacks IP Address
AP Allow L ETREE B
— Add to List
) ® Allow IP Quthound
e Back cancel m

Once the desired policy selections are made, click on the Add button. A confirmation modal will then display.
The IP is now added to the selected Allow list(s) and will be enforced by the policy(s) those lists are assigned

to.
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Reports

Reports provide a quick, graphical look at your system summaries. They contain metadata summarized from
the detailed logs stored in Enforce. As no specific data is contained within the threatER portal, there should

be no compliance issues.

To access Reports, select Enforce from the left-hand navigation menu and then click the Reports tab. The
“Allowed/Blocked: Reason Summary” report is the default view. All data in reports is displayed in your
browser's local time zone. There are 2 types of reports (Allowed/Blocked & Top 10) and each one has the

functionality to schedule a report.

threat

Enforce Allowed / Blocked o

Allowed by Reason Blocked by Reason
2,376 Total Alicwed Connectial

i 38 Total Blocked Cornectans:

Allowed/Blocked

The Allowed/Blocked reports display the number of allowed or blocked connections for a given time frame,

policy, and Enforcer. The default display for all Allowed/Blocked reports is all connections made in the last 30
minutes on all policies and Enforcers This data can be filtered based on a selection of preset timeframes, on a

per policy basis, or on a per Enforcer basis.

This data is broken out into four separate reports, which are accessible via the drop-down at the top of the

tab.
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Allowed / Blocked o-
i o - |

ANowed | Blocked

Allaweed / Blgckoe: Feason Summry Blocked by Reason
T4 Total Bocked Cormactions

Allawsd / Bioeked: Catsgary Summary

Allawed ! Blocked: Top 10 Courtines

Allrwed ! Blockad: Top 10 ASMa

Top 10

Top 10 Courtries by Threat Calegany

Tom 10 ASNa by Threat Calegary

Reason Summary

The Allowed by Reason report displays connections that were allowed because of the following reasons (the

below reasons are in the order the system processes enforcements):

e Allow List - connections allowed based on explicit Allow list content

e ASN - connections allowed by ASN adjustments

Country - connections allowed by a policy that were not specifically allowed by an Allow List or an
ASN adjustment

The Blocked by Reason report displays connections that were blocked because of the following reasons (the

below reasons are in the order the system processes enforcements):

e Block List - connections blocked based on explicit Block list content
e |P Reputation - connections blocked based on explicit Threat list content
e ASN - connections blocked by ASN adjustments
e Country - connections blocked by a policy that were not specifically blocked by a Block List
threater.com |
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Allowed / Blocked o ST
Allawed by Reason Blocked by Reason
46T Tokal Allowed Gonnectians 74 Total Blocked Connactions

Clicking on a slice of data will open the Connection Detail for the report and display the following:

e Reasons and Count panel

o Displays all reasons and the count for each

m  Default selection will be the reason selected on the previous graph

o Selecting additional reasons will add that data to the graph on the right
e Total Blocked or Allowed Connections
e Top Reason Connections Blocked or Allowed
e Top Country Connections Blocked or Allowed

e Top ASN Connections Blocked or Allowed

82 G [t CEEED

Tatal Blockod Connactions Tap Roeason Connections Blocked Top Country Connections Biocked Toa ASK Connections Blocked

Connection Detail =

REABON COUNT
2 Aeasons Blocked Over Time
et
Btk List (=
P Aoputatien 16
aeh ¥ n " " " 8 .*
T4 f\ i T I a | | II
: i I A [ n (1 N A fi | il
Country o ¥ Il A | (¥ I 1 [ B | lI [ [}
fLEY IVIY 1 OO O T
| 0 ) OO O {ifa
|| | (O T | | | |
S 7 A I L it e T | i
o L W L (R 1 MYV (O Y O 1 {1y
| ([ 1/ R I | \ \
o o bd ¥ o4 d S T S A S

& Winck List

The Allowed by Category report displays allowed connections that were indicated as part of a threat category,

but fell below the configured thresholds for blocking at the time of connection.
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The Blocked by Category report displays blocked connections that were found to be in a threat category at

that time, regardless of why they were blocked and any blocking threshold.

A”D"N'ed -"l BIDCl‘(ed (3T Flays i AmericaNow Voo

Allowed by Category Blocked by Category

74 Tatal 4 Total

Clicking on a slice of data will open the Connection Detail for the report and display the following:

e Threat category and Count panel

o Displays the applicable threat categories and count for each

m Default selection will be the category selected on the previous graph

o Selecting additional categories will add that data to the graph on the right
e Total Blocked or Allowed Connections
e Top Reason Connections Blocked or Allowed
e Top Country Connection Blocked or Allowed

e Top ASN Connections Blocked or Allowed

80 D Lo

Total Allowed Connections Top Reason Connections Allowed Top Country Connactions Allowed Top ASN Connections Allowod

Connection Detail o T —

e et Threats Allowed Over Time

undefined
Fraudulem Activity A

Prowy | VPN aa

Proey { VN
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Top 10 Countries

The Top 10 Countries report displays the countries the connections came from, based on what was allowed

or blocked.
Allowed / Blocked o i suim s amrcation v
el o - 430 + | | A Edfrcer . @] mi
Allowed by Countr Blocked by Country
Bk Tl Alowad ConnetTions 471 Totsl Boshid Conpectons
Hulherlands
Sauth &lrica
Ureted Kingdom France
A i
Ching G
Franca et lnftex
—-
Aonmis

iy

Clicking on a slice of data will open the Connection Detail for the dashboard and display the following:

e Country and Count panel

o Displays the applicable countries and the count for each

m Default selection will be the country selected on the previous graph

o Selecting additional countries will add that data to the graph on the right
e Total Blocked or Allowed Connections
e Top Reason Connections Blocked or Allowed
e Top Country Connection Blocked or Allowed

e Top ASN Connections Blocked or Allowed

625 D
Tatal Allowsd Connections Top Reason Cennections Allowed Tap Gountry Cannections Allawsd Top ASN Connactions Allowsd
. .
Connection Detail o e wmesanon s
SR, o Countries Allowad Over Timea
urdsfined
Unitex) Statas 504
China 25
1 1 A A
France 26 X | | I I II \
[ | [
= | | [\
Bt LI S I | | |l
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Romaria 16 | [ A | \ | | ]
II I| || l |I | J |
United Kingdam 11 smeosd omesd beoased boaoe e ——
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Hedheriancs 19
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Top 10 ASNs

The Top 10 ASN report displays the ASNs the connections came from, based on what was allowed or blocked.

Allowed by ASN

544 Total Allowed Gonnactans
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Berviciul de
Telocomanicall Bpeciale

EVEC 5.8

Bty Guanghun
Wvwarsy Digital

Amazon com, InG

Fastly, s,

Allowed / Blocked & .oy
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Unknown
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Clicking on a slice of data will open the Connection Detail for the dashboard and display the following:

e ASN and Count panel

o Displays the applicable ASNs and the count for each

m Default selection will be the ASN selected on the previous graph

o Selecting additional ASNs will add that data to the graph on the right

e Total Blocked or Allowed Connections

e Top Reason Connections Blocked or Allowed

e Top Country Connection Blocked or Allowed

e Top ASN Connections Blocked or Allowed

366

Total Blocked Connactions

ASN

Godge LLC

Akamai Connecled Cloud
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5K Broadband Co Lid
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Connection Detail o,

Google LLC
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Top 10

Countries by Threat Category

The Top 10 Countries by Threat Category report displays graphs for the top 10 countries blocked due to
specified threat category(s). These graphs can be accessed by selecting “Top 10: Countries by Threat

Category” from the report drop-down.

- Aozt
Threat Categories Endpoint Exploits
THREAT SOUKT o
] Endpaint Exgiails EELS "
Scannar a4 i 1
Fraugulant Activiy 141 |
Spam 134 . |
Proogy { VPN a5 ll I I I
TOR / Ancoymizer 4 i = . . L
Balnat 20 \,f':p‘. # 4 - o & .‘o’:.". .*‘Ir -5:“‘ «
Gommand and Gontrol 0

The Threat Category with the highest count will be selected by default and its graph will display in the
right-hand panel. To view a graph for additional Threat Categories, select the desired category(s) in the

left-hand panel.

Each threat category graph will display a bar for the top 10 countries with connections that have been flagged
with that threat category. You can scroll over each bar to view the number of connections, based on the

timeframe and Enforcer selected from the filters at the top of the screen.
ASNs by Threat Category

The Top 10 ASNs by Threat Category report displays graphs for the top 10 ASNs blocked due to specified
threat category(s). These graphs can be accessed by selecting “Top 10: ASNs by Threat Category” from the

report drop-down.
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Threat Categories
THAEAT

] Endpont Explails
Scanne
Fraudulent Astivity
Spam
Promy | VPN
TOR I Ancnymizar
Batra

Command and Cantrel

COUNT

418

Bd

a2

2

»

Endpoint Exploits

T

: I i I I I I E i mm
- o .'.' P ,'\ M = £ 0
F r ar = if - o5 4

&

The Threat Category with the highest count will be selected by default and its graph will display in the

right-hand panel. To view a graph for additional Threat Categories, select the desired category(s) in the

left-hand panel.

Each threat category graph will display a bar for the top 10 ASNs with connections that have been flagged

with that threat category. You can scroll over each bar to view the number of connections, based on the

timeframe and Enforcer selected from the filters at the top of the screen.

Scheduled Reports

Users can set a schedule for all reports. These reports will be emailed based on the schedule selected and

the email will include a link to access the report by way of the threatER portal.

Reports can be scheduled by:

e Clicking the calendar icon in the top-right corner of a report
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Allowed / Blocked o ... —f)

Allowed by Reason Blocked by Reason
= T Cormection

B Talal Allowed Connecions 812 Talal Blocke: 5

..\ I

e Click the “"+" button in the top right corner

Scheduled Reports —s ()
Filtar a
MAME REFORT LAST RUMN NEXT RUM DESCRIFTION
Allraed - Biocked a7 a9 24, QT A, Daily raport of what was afowsd and
Allowed / Blocked: Aeasan Summary
Rapor 12:08 aAM L2:00 AM bincked the previous day

PER PAGE: o] = 1+1 potal -

e Select the Report type
e Provide the following details (* indicates required field):
o *Name
o *Delivery Email
m This is the email the link to the report will be sent to
o Description
o *Preset
m Select one of the following from the drop-down:
e Yesterday - report will run daily at midnight and includes data from the
previous 24 hours
e Last Week - report will run weekly at midnight on Sunday and includes data
from the previous week
e Last Month - report will run monthly at midnight on the 1st of each month and
includes data from the previous month
e Last 7 days - report will run daily at midnight and includes data from the

previous 7 days
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o Policy (parameter only available for Allow/Blocked reports)

m All Policies is the default selection

m  Anindividual policy can be selected from the drop-down
o *Threat Categories (parameter only available for Top 10 reports)

m From the drop-down, select the desired Threat Categories to include in the report
o All Enforcers is the default selection

m  Anindividual Enforcer can be selected from the drop-down

e Click the Create button

Create Scheduled Report

Repait

Selas! Presal

Americates_York

The report will be emailed to the address provided, based on the parameters selected.

To update the parameters of a scheduled report:
e On the Report tab, click the calendar icon

e Select Edit from the ellipsis menu in the row of the report you would like to edit

Fittar Q
NAME REPOAT LAST RN NEXT RN DESCRIPTION
Allowed - Blocked 7/09/ 24 710024 Daily report af what was allowed and
® s T Allewid / Brochad: Fiaagan Summiry AR i LR A :
Report 12:00 AM 12:98 AH beockad the pravicus day (/-//
PERPAGE: 20 »  111ci =
Dalete
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e Make the desired updates and then click the Save button

Edit Scheduled Report

@ Enztied

Fopert
Allowsd / Blocked: Reason Summarny -

Pams
Allowed - Blocked Report

24 i6a
Catreary Emik
companymasieruser@valuedoustomer com

Disrigition
Daily raport of what was allowed and blocked
the pravicas day

B1/128

Priicy

All Poficias -
Enfoncer

Al Enforcers -

Figaal

Yosterday -

Amaricaow_York

Cancel Bave

Disabling Scheduled Reports

To disable a scheduled report:
e In the row of the desired report, position the toggle to the left

e On the Disable Scheduled Report confirmation modal, click the Disable button

Are you sure you want i Disable this Scheduled Report?

Afigwad - Bipoked Roport

s n

The report is now disabled and will no longer be emailed to the address that was provided. To enable the

report at a later date, position the toggle to the right and confirm the action.
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To delete a scheduled report:
e On the Report tab, click the Scheduled button

e Select Delete from the ellipsis menu in the row of the report you would like to delete

Filter Q

HAME REFOAT LABT AUl WEXT AU DESCRIFTION
o - Bio 7B /1024 Ry Al Was [
Allgwed - Blockad oo R B @7 /en/24, a7/10/24, Dby rapor of what was aloward ed
RAeapor & 12:00 AM 17:0¢ AN blocked the previous day
. Top 10 ASNs G
PER FAGE: 20 = 12 ol Ecil /
Delota

e On the Delete Scheduled Report confirmation modal, click the Delete button

Delete Scheduled Report

Are you sure you want to delete this Scheduled Report?

Top 10 ASNs

The report is now deleted, will not display in the Scheduled Reports table, and will no longer be emailed.
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Marketplace

The Marketplace provides threatER customers access to high-value, multi-source cyber intelligence data

from leading intelligence providers, as well as services to help manage and resolve threats in your network.

To access these offerings, select Marketplace from the left-hand navigation menu. All available products will

display.

= threat

Marketplace =

e Q

Markstpiace

COMEULTIRG

threateR &

Bitdefender CleanDNS (o

g'_ £ Malware

{)poMAINTOOLS
" Patrol

Included with Enforce Products

Some products, such as DomainTools and Webroot, are available to Enforce customers at no additional cost
and display a “Included with Enforce” glyph on the card. There is no need to subscribe to these products and

the feeds associated with these products are available to you and accessible via Collect.

Subscribe =

BrightCloud IP Reputation Service

v i s |
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Premium Intelligence Products

You may choose to purchase supplemental premium cyber intelligence feeds that are not included with your
Enforce subscription. The pricing of these products is based on the total number of Enforcers on your

account.

To purchase a product:

e Click on the product from the list

Marketplace = = =
- i - 1 - Filtar Q
threater §

e Review the terms of the subscription provided on the next screen
e Click on the Terms and Conditions hyperlink (if applicable) to review in a separate tab
e Select the Terms and Conditions checkbox to enable the Add Product button

e Click the Add Product button

Well-Fed Threat Intelligence
BAMBENEK BAMBENEK

CONSULTING

Description Monthly Pricing Summary
Enforeer Subscription Cost $139.20
ad Threat Intelligence is proc 0. Bambenek is a leading _
" Mumber of Subscrptions %G
v by industry vetaran John Bambenek
HA: Active Subscription Cost §139.80
Mumber of Subscnptions X0
HA: Pasgive Subscription Cost 50,00
Number of Subscriptions X1
need 10 protect ye
nteligence housands of organizations all over rid to protect thameelves and their Total Price £839.40

Customers.

The Well-Fed inteligence subscription offering provides access to three distinet threat feeds including

.—* have: read and agres 1o the Tapms and

Condilions

Sinkhode |P Feed - a manually curated ist of over 1,500 known sinkholes

DGA Fead - a Add Product

15 e data of be

This

# families and nearly 1 million

g feed that monitors malicious & current criminal ac

lomams, which &

domains.

MaldomainhL - & feed based on proprieta * ledrning and analyiical methods of DNS ielemestry

developed in Bambenak Labs. Providea profection from malware and phishing domains
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A modal will display providing further details about the subscription, to include the feeds you now have

access to. Review these details and then click the OK button to close the modal. You will be redirected to the

full list of Marketplace products. The product will now display as Subscribed.

Services

The threatER Marketplace included Services products that help manage and resolve threats in your network.

To request a quote on any of these services:
e Select “Services” from the Products drop-down

o  This will narrow down the available options to our Services products

Marketplace

o > : E

_og Managamant Thraal Huning

Intalligance

socater €

e Click on a Service to view more information

e Click the “Get a Quote” button to submit your interest in this service

Threat Hunting %

FIND UMKHGWH THREATS IN YOUR HETWORK

Description

Monthly Pricing Summary

Momihly Subseripran &

Cost Stanmg at

After your request is submitted, someone from our team will contact you to discuss the necessary details

and onboard the service to your account.

threater.com
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Administration

Users

The Users tab displays all users for your company and is where you can create new users, edit existing user
accounts, enable/disable user accounts, and delete user accounts. To view your company’s users, select

Administration from the left-hand navigation menu and then click the User tab.

Users

EnaL OERTITY PROUIEN moLe
il (A

ey Bcmin &y al e dou stemar. coir THREATER Company Admin

companyreacony @ valuedrustome com THHEATER Gompany Head Oniy

Administration

® 2 90

oAy ask SN B T CO THREATER Cernpiany Mastar
companyheladeskuser i abedo THEEATER Company Help Desk
—

Please refer to the Appendix for an overview of what actions each user role can perform within the admin

console.

Create New User

Company Master users can create new users by completing the following steps:
e Click the “+" button in the top right corner of the Users table
e Enter the user's email address
e Select a Role from the drop-down

e Click the Create button

USEFS Filter Q, Create User
e IBENTITY PROVIDER AOLE ®
Cranied
e = = Company
@ companyadmin@vauedcustomar com HHAEATER i =
Aadiiin backupadmin @ valuedoustomer.com
Comgany Read
@  compangmadonty@mliedsustomar com THREATER A A
Cnly
Srlwct Fol
@  companmastruserSvakiedousiomar com THAEATER i Gompany Admin -
Masier -
Comgany Hey
@  commenyheldeskuser Bvauedcusiomercom  THREATER i

Diesk
SRER! m
P -
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The new user will be created and an Account Activation email will be generated to the email provided. This

email will contain the link for the user to complete the setup of their threatER account.

Edit User Accounts

Disable an Account

To disable an account:
e Search for the user account that needs to be disabled
e Position the Enable toggle to the left

e On the Disable User confirmation modal, click the Disable button

Are you sure you want 10 Disable this User?

companyad min i@ wa lusdoestomer com

The user is now disabled and will not be able to log into the portal.

Enable an Account

To enable an account:
e Search for the user account that needs to be enabled
e Position the Enable toggle to the right

e On the Enable User confirmation modal, click the Enable button

Are you sure you want 1o Enable this User?

comganyadmin @ va lueccEstomen. com
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To update a user’s email address:
e Search for the user account
e From the ellipsis menu in the right-hand column of the row, select Edit
e Edit the Email field

e Click Save

Edit User

backupcompany ed min S valuedcesiomar.com

Company Admin -

Confirm Password ©

conet! ml

The user’s email address is now updated and this is the username the user needs to use when logging into

the portal.

To update a user’s role:
e Search for the user account
e From the ellipsis menu in the right-hand column of the row, select Edit
e Select the desired role from the Role drop-down

e Click Save
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P ———
Edit Usar

@ Enabicc

BACHDCOMOEmMY SN B alect UL Eom

| Gompany aomir

Company Fred Only
Company Help Desk
Campany fgmin

Company Masisr

d -

NOTE: please refer to the Appendix for an overview of what actions each user role can perform within the

admin console.

To update a user’s password:
e Search for the user
e From the ellipsis menu in the right-hand column of the row, select Edit

e Enter the new password in both the Password and Confirm Password fields

e Click Save

Edit User

. Enabled

backupcompanyadmin@vakiedoustomer.com

Company Admin

Confirm Passward o

o ml

The user's password is now updated and this is the password the user will need to use when logging into the

portal.
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Delete Users

To delete a user:
e Search for the user

e From the ellipsis menu in the right-hand column of the row, select Delete

] hackupoamEanyadmin@yalsedeusinmer-com THREATER Company Admin :

=] eompanyadmin@valuedeustomer com THREATER Company Adm =0 /
Deiata

=] companyreadanly Gvauedoustomer com THREATER Cormpany Aeal

e On the Delete User confirmation modal, click the Delete button

Are you sure you want to delete this User?

backupcompanyadmin & valuedcustomer.com

Cancel ECIETTY

The user is now deleted and will not be able to access the admin console.

Users Filter

You can filter down to a user or set of users in the following ways:
e Roles - Selecting a user role from this drop-down will filter the table down to the users who are
assigned the selected role.
e User Table Filter - Enter text in the Filter Table search bar in the top right corner of the screen and the

table will update to display applicable results.

Users —p  Filler Q, @
EMAIL IDENTITY PROVIDER HOLE
il
G § By
i companyadmin@valusdesstomer.com THREATER ey Figi Vol
Crmpany Hal Dask
. companyreadon!y @ valusd CusIomes com THREATER
Company Admin
@ companymastenisar@valuaceusipmar com THREATER
Compamy Mastar
& camparyhelpdeskiser Tyvakmdousttmer om THREATER Compary Halp Desk

threater.com 93



threater

Subscriptions

The Subscriptions tab displays all threatER subscriptions that have been purchased. This includes Enforce

and Marketplace subscriptions.

SCRIPTIONS

Subscriptions &

NAME THRE @ ENraRcEn

Bitdefendsr Subscnpion Mametiace

ClaanlNG Abuse Tadget intal Sut WiArseiiace

DoemainToats Damaing Mnresimiace

DeenminTonks & Hatksl

Malwame Patrol Enterprise Cybor Intefliganoa Subsoriptian Markoirace

Maiware Pateol Exseaals Cyber Inteiligance Suls Marksiiace

Prooipeint Subserpbon Monesiace

100 Mnps Thewater Subdsiptiin Enfones rni-gest
Enforoe High Avalabdity Sutbsoription Enlores bvm-gamas
Enlorce Subserigbion Enluree i et

Command Logs

Command logs show a history of important actions taken by users of the system. These can be useful for

auditing and troubleshooting any issues that arise.

COMMAND LOGS

Command Logs a

DATE ~ USER INITIATOR WODULE AETHON MESS A

COPATTY TaEkErUser Evaluadousomar com: Liser
malatad - amail

backupeompanyadmin & valuedcustomar. com.
company: Threalsr Guics, ik CMP_ADMIN

85:323:3¢

D2412

COMPARMESHESeT TyaluRICIEIMET SImM ui Ui

vitlusdousbamer.

09:35:33 companymasieruser @ viduedoustamer oam ul Ugar

comparTymasiensar

“LackUpCormpany: A CUSTEMEY. Co

maditied: active

Trugl

comparry masierussr valusdoustamer.com: User

@0:24:39 companymasieruser vaivedoustomer oam (1) Usar
*backupeompanyadmind® valuedcusiomes. com®

ified; ‘aclive’ == False' (was Trus)

09:23:41 companymasieruser fvaie compary masteruser @ valuedoustomer com: User

croated - emai

backupeompanyagdmi lCUEnTIarCom

comparty: Threater Guide, mia: CMP_ADIMIN

companymastonsar @ valuadeus tomar com
Schedided repart “Top 10 ASNs" deleted

2711,

COmpANmASErLE Eyauadoustamar com ul Repon Schadul

COMpANyMasteruser @ yaiuadcusiomen oom w mm COMPANyMastanSar i valusdCU IO mearn cam:

Sehedulted repart “Top 10 ASMNs" created
comparymasisruser Fvaluedcustomercom:
Scheduled repor "Alowsd - Blocked Fepon
macified

i
oo g @0 @

companymasisniser Bvaluedcustomer cam ul Forpart Sehaduls
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IOC Search

The Indicator of Compromise (IOC) Search allows users to search any IP address or Domain to obtain valuable
information about the indicator, such as whether it is included in available lists, as well as how it maps to

policy decisions.
To perform a search:

1. Click the spyglass icon in the top navigation bar
2. Enter an IP address or Domain

3. Click the search icon in the modal

185.215.113.66 (2)

The IOC Search Results will display.

= threat
(E8 IP Indicator Search Results
Greyhloise
= S VirisTalsl
J 185.215.113.66 SRR ki P
) F
Available Premium Intelligence
Bitdefender proofpoint
Lists Fiter Q. Policy Enfarcement v Fitar a
KANE TYPE ATTESS MSERTED HAME VERDICT FEASON CATEGORT | S00RT § THAESHILD
v AR ALY
s ETBkxtIFz =3 =3 BRI, WAL PH Irbaund Fobcy m Command and Conirel &0 | 8
»  DomainTools [ Bioce | =3 BB/ 25. 34D PH Durbound Policy =3 [ county |
3 Wetvoo: o =3 @4723/25, #3134 AN secorctary wiourd vy IR Command sraContml &8 | 28

|OC Results Header

The IOC Results Header will display the following:
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e |OC

o The IP or Domain that was entered in the search criteria
e Country

o The country the IP originated from, if known

o This will not display for domains
e ASN

o The ASN the IP originated from, if known
o  This will not display for domains
e Policy Verdicts
o A roll-up count of how your company'’s policies would enforce the IOC
e External Search URLs
o  Where applicable, the following URLs will display for you to conduct additional searches on
the I0C via well-regarded third-party sources:
m  GreyNoise
m VirusTotal

m AbuselPDB

IP Results Header Example:

185.215.113.66 ELITETEAM ANTIDDOS #5673 m

Domain Results Header Example:

WinusTotal

anotherunwanted.com % Abussie DA

Available Premium Intelligence

Premium Intelligence products that your company is NOT subscribed to will display below the IOC Results
Header. If the IOC was not found in a product’s threat intelligence, it will be dimmed. If it was included the
product will display in full color with a blue bar at the bottom. Scrolling over a product will provide that
information to you, as well. You can click on any product to view more details and pricing and to take the

necessary steps to purchase it in the threatER Marketplace.
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Avallabla Pramium Intalligence

Lists

Bitdefender proofpoint
Bitdefender @
. 185.215.113.66 is present in this Threat intelligence i
LIStS that you are not subscnibed 10, Q PDI ECY Enforcerr
NAME TYFE Glick 1o view detalls and pricing and take steps 1o SERTED INAME
z more fully secure your attack surlace now and in the
il futura
SO =T E=A = leoound Palicy

The Lists panel will display all lists the IOC was found on at the time the search was performed. This includes

all block, threat, and allow lists that are available to your company’s account. The panel will include the list

name, list type, and the timestamp the IOC was inserted on the list. For IPs found on Threat lists, the

timestamp displayed is the earliest value for all associated entries. For domains, the timestamp displayed is

the earliest value for the most specific match. A star next to a list name indicates it is a premium feed that is

either included with your Enforce subscription, or was purchased by your company in the threatER

Marketplace.

Lists

MAME TYPE

Filter

ACCESS

INSERTED

o5/@B/324,

eB/@B/23,

24/22/25,

04:31 PH

03:42 PH

03:34 AM

To view the list’'s enabled state on your company’s policies, expand the chevron to the left of the list name.

Every policy on your account will display and a check mark will display to the right of it if the list is enabled on

that policy.
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Lists Filter Q
NAME TYPE ACCESS INSERTED
/ Al (2) v All{1) v

~ ETBlock IPs m m 05/08/24, ©4:31 PM
POLICY ENABLED
Inbound Policy ®@
Inbound Policy copy @
Outbound Policy @

5 DomainToals m m ©8/08/23, 03:42 PM

>  Webroot = [ Pubiic | ©4/22/25, ©3:34 AM

For threat lists, an additional table will display below the Policy table and include the Threat Category(s) and

Score(s) of the IP.

Lists Filter Q
NAME TYPE ACCESS INSERTED
All (2) v A1) -

>  ETBlock IPs m m 05/08/24, @4:31 PM

s  DomainTaols [ Block | [ Publlc | 08/08/23, ©3:42 PM

~  Webroot m 04/22/25, ©3:34 AM
POLICY ENABLED
Inbound Paolicy ©
Inbound Policy copy (@)
Outbound Policy @)
THREAT CATEGORY SCORE
Command and Control a8
Botnet 88

Policy Enforcement

The Policy Enforcement panel will display all policies on your account and how that policy would enforce the
IOC. Each policy row will display the Policy Name, Verdict of the IOC on that policy (block or allow), and the
Reason for the Verdict, which will be one of the following:

e Allow List - IOC is included on an Allow list that is enabled on the policy

e ASN -IOC isincluded in an ASN that is set to “allow” or “block” on the policy
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e Block List - IOC is included on a Block list that is enabled on the policy

e Country - 10C originates from a Country that is blocked on the policy

e Threat list - IOC is included on a Threat list that is enabled on the policy

e Policy - I0OC was allowed because it was not specifically allowed or blocked on the policy, based on

the criteria outlined above in one of the 5 other reasons

If the IOC was included on a Threat list, the threat Category and Score will display, as well as the Threshold
setting for that category on each policy. If the IOC was flagged as more than one Threat Category, a chevron
will display next to the first Category name listed. You can expand the chevron to view the other Threat

Categories, Scores, and Threshold settings.

Policy Enforcement Q- Filter Q
NAME VERDICT REASON CATEGORY | SCORE | THRESHOLD
All (1) ~ Ali(3) v

Inbound Policy

Command and Control B8 ' BO

Qutbound Policy -

Command and Control 88 ' 80
Secondary Inbound Policy Block Q

Botnet 88 ' 80

NOTE: Previous versions of the APl endpoint for this feature have been deprecated. When directly
using the API, please use our v6 endpoints:
e https://portal.threater.com/api/v6/search/ioc/domain/{domain}

e https://portal.threater.com/api/v6/ip{ip}
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User Profile

The User Profile is where users can update their contact information, change their password, generate an AP
Key, and enable Multi-Factor Authentication. The User Profile is accessible by selecting the person icon in the

top-right navigation bar and then selecting User Profile.

User Profile

FIRST Hae LAST NANE ALIBLE PHOKE WUV

dnna e

COMPAMY CORPARY AT AOLE

Trenatr Guin Company kst

Multi-Factor

AP = R ——

Authentication

AP Ky 1. Get the Asp

User Details

The User Details section is where users can view and edit their profile details. To edit your profile:

e Click the pencil icon

e Enter the following optional information:
o First Name
o Last Name
o Phone Number

e Click Save

Email and Role updates cannot be made on the User Profile. To update either of these, please contact your
Company Master account.
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AP| Key

If API Access is allowed for your company, you can generate an API Key for APl endpoint authorization.

To generate an API Key, click the Generate button in the APl Key section.

API —-*m Multi-Factor Authentication WA 1 et ot yous accoust

BP By

©

Can't sgan this barcode?

An API Key and Secret will be generated. Both are needed and should be maintained securely for APl use. If
the API Key and Secret are lost at any point, a new one will need to be generated. If APl Access is not enabled
for your company, this section will not display on the User Profile. If APl Access is desired, please contact your

Company Master account.

Multi-Factor Authentication (MFA)

MFA for Individual Account

MFA can be enabled for your individual account, if it is not required by your company by default. To enable
MFA for your account:
e Download and install one of the following apps on your phone or tablet:
o Google Authenticator
o Twilio Authy
o Windows Phone Authenticator
e Open the app of your choice and scan the barcode on the User Profile screen using the camera on
your phone or tablet.

e Enter the Verification Code and click the Activate button

MFA is now active for your account and will be reflected as so on your User Profile. When logging in from this

point forward, you will be prompted to enter a passcode after entering a valid username and password.
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API m Multi-Factor Authentication ——————— MFAL3 active far yaur account

API Key

-------- Q

Bl an AP ke and secrsl asw esdad, |1 yeo lese o, you will nesd o geasnals o naw 71 key and secrs)

When MFA is active, you will be prompted to provide a code from the authentication app you used to activate

MFA each time you login to the portal.

Deactivate MFA

If MFA is not required by your company, you can deactivate it for your individual account. To deactivate MFA:
e Navigate to your User Profile
e Click the Deactivate button in the MFA panel

e On the Delete MFA confirmation modal, click the Delete button

Delate Mulli-Factor Authentic

Arg you sure you want to deactivale MFA?

MFA is now inactive for your account. The next time you login to the portal you will not be prompted to enter a

passcode.

MFA Required by Company

If MFA is required by your company, you will be required to set up MFA for your account. After entering your
username and password and selecting Sign On on the login screen, you will be directed to set up MFA for your

account.
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Multi-Factor Authentication MFA i Inactive for your account

1. Gat tha App

Download and install the Google Authanticator, Authny,

2. Scan this Barcode

Can't scan this barcode?

3. Enter Veriflcation Coda

Onoe the barcpde above i ecanmad,

@ our Company requires thal you use Mullk-Factor
Authantication (MFA) & . Please sel up an
MFA device now. Cont our Company
adminiatrator for more information.

e Download and install one of the following apps on your phone or tablet:
o Google Authenticator
o Twilio Authy
o Windows Phone Authenticator
e Open the app of your choice and scan the barcode on the User Profile screen using the camera on
your phone or tablet

e Enter the Verification Code and click the Activate button
MFA is now active for your account and will be reflected to the login screen. After entering a valid username

and password, you will be prompted to enter a passcode from the authentication app. For every future login

you will be prompted to enter a passcode after entering a valid username and password.
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Company Profile

The Company Profile is only accessible to Company Master accounts and is where company-level settings
can be made. The Company Profile is accessible by selecting the person icon in the top-right navigation bar

and then selecting Company Profile.

Fittar

Ligar Praktia
INQICATOR ACCEBS SOURCE POLICIES

Al (2 I Priv... v Al () v

Single Sign-On (SSO)

If your company subscribes to Google Workspace and your company’s domain is registered to Google
Workspace, you can now log into the portal via SSO with Google. In addition to the standard SSO, Company
Master accounts can configure your company to allow for new user creation via SSO. Properly configuring this
setting allows new users to be created via SSO on the login screen when matched to one or more allowed

domains.

Note that most customers will likely not want to enable this feature, since anyone with a valid domain
credential would be able to log into the system, which is often undesirable for access to security controls
such as threatER. However, it may be useful for some security organizations to allow employees to have the

ability to create accounts quickly without having to bother a Company Master to do so.

To allow new users to be created via SSO, a Company Master should:
e Navigate to the Company Profile
e Toggle On the “Allow SSO to Create New Users” setting
® Select the User Role the new user will be created as
0 Read Only is strongly recommended

o User permissions can be updated at a later time
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Company Profile

API Multi-Factor Authentication
Allow AP Access Requira Multi-Factor Authentication
®

Single Sign-On

Allow S50 to Create New Lisers Create New Users with Bole
[ |
. - | Company Read Only -
L
_
Domains
[ any i Ordy

Coenpany Halp Desk
Domains
Company Admin
DAMAIN
Corripaiy Mastar Admin
valupdousiomen.com

e Enter the applicable email domain(s). Anyone with a valid login to the specified domain as registered
with the SSO provider (in this case, the associated Google Workspace domain) will be able to create
an account on the system.

o Click the Add button

Single Sign-On
Allow S50 10 Creals New Lsers Create New Users with Role
& Company Aead Only -
Domains
Domains Add Domain
DOMAIN = X _|
| valuadcustomer.com| |
N — >
Cancel m

e Click Save in the top right corner

Once this setting is properly configured, the Company Master can direct their new users to:

e Navigate to the login screen
e Click "Sign On with Google”

e Follow the prompts
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API

To allow users to use the portal APl endpoints, Company Masters must turn on APl access. To do this, a
Company Master should:

e Navigate to the Company profile

e Toggle on “Allow API Access”

e Click the Save button in the top right corner

Company Profile __Resat | [§)
API| Multi-Factor Authentication
Allow AP Access Require Multi-Factor Authentication

® +— @

Each user will now have the ability to generate an APl Key on their individual user profile. The generated API
Key will give the user access to the APl endpoints with the permissions their account is setup with (i.e.

Company Help Desk).

Multi-Factor Authentication (MFA)

Company Masters can choose to require all users of their company to use MFA when logging in. To require
MFA for your company, a Company Master should:

e Navigate to the Company Profile

e Toggle on “Require Multi-Factor Authentication”

e Click the Save button in the top right corner

Company Profile ruset, [2)
API Multi-Factor Authentication
Allow AP Access Peguire Mulii-Facior Authemtication

@ B«

All users of your company will be required to set up MFA for their account. Please see the MFA Required by

Company section for additional details.
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Appendix

User Roles and Permissions

CMP Roles & Permissions

LISTS

Read Only

Help Desk

Admin

Master

View Lists

Create Lists

Edit Lists

Delete Lists

Export Lists

ENFORCERS

X | X | X | X | X

ENFORCE

X [ X | X | X | X

View Enforcers

Edit Enforcer Name/Location

Manage Subscriptions

View Available Software

Update Software

Update Enforce Configurations

X | X | X | X | X |X

X | X | X | X | X | X

NETWORKS

View Networks

Create Networks

Edit Networks

Delete Networks

X [ X | X | X

X [ X | X | X

PORTS

View Ports
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Create Ports X X
Edit Ports X X
Delete Ports X X
POLICIES

View Policies X X X X
Create Policies X X
Edit Policy Settings X X
Delete Policies X X
Duplicate Policies X X
SUBSCRIPTIONS

View Subscriptions X X X X
Manage Subscriptions X X
UNEXPECTED BLOCKS

Submit and View Log Analysis X X X X
Add IP to Allow List(s) X X
REPORTS

View Reports X X X X
View Scheduled Reports X X X X
Schedule Reports X X
Edit Scheduled Reports X X
Delete Scheduled Reports X X

MARKETPLACE

View Products X X X X
View Product Details X X X X
Subscribe to a Product X
L weses
View Messages X X X X
Delete Messages X X X X
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ADMINISTRATION

USERS** (see User Management tabs for a more detailed breakdown)

View Users X X X

Create User

Edit Users X

X | X [ X | X

Delete Users

SUBSCRIPTIONS

View Subscriptions X X X X

COMMAND LOGS

View Command Logs X X X X

ENFORCE DOWNLOADS

Manual Downloads X X X X

COMPANY PROFILE

Allow SSO to Create New Users X
Allow API Access X
Require MFA for Company X

User Management

View Create Edit Delete

CMP Read Only
CMP Help Desk
CMP Admin
CMP Master
CMP Read Only
CMP Help Desk
CMP Admin
CMP Master
CMP Read Only
CMP Help Desk [CMP Help Desk

CMP Master

X | X| X|X
X | X| X|X

CMP Admin

X|X|X|X|X]|X]|X

XX XX XX X|X]|X|X

threater.com | 109



threater

CMP Admin

CMP Master

CMP Read Only

CMP Read Only

CMP Help Desk

CMP Admin

CMP Master

XXX X|X]| X
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