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Threater Portal Release Notes

Overall Updates to Naming and Navigation

The Threater Portal is now accessible via portal.threater.com. The previous URL will redirect to the new one for

a period of time. Our left-hand navigation menu will be updated to the image displayed below.

What old New
Login URL admin.threatblockr.com - portal.threater.com
Platform Name | Admin Console - Portal

Software Edge - Enforce

Instance Edge instance(s) - Enforcer(s)
Resources Protected Networks/Ports - Networks/Ports

thrReat

Enforce

Marketp

Administration

APID

New Left-hand Navigation Menu

threater.com | +1-855-765-4925 ext.2 1


https://portal.threater.com

threateRr

Collect - the new home for Lists!

Lists are now accessible via the Collect menu item. Collect will also provide access to premium feeds
available in our Marketplace, via a separate tab. Key updates:
e Lists are now in a one-tab view with the ability to filter down to a specific list type (Allow, Block,

Threat).
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All Types 6 - All Health States - All Indicators: - All Sources - All Access - Filter Q

All Types

PE INDICATOR SOURCE ACCESS POLICIES COUNT LAST SYNC LAST UPDATE DESCRIPTION

Allow

Block m ﬂ CSV File Connector m > Foo+2 19 i;’/ fz/ i: :Z 22/ i: Akamai curated by Greynoise

Threat i [ e | CSV File Connector [ pusic | - MK 21528 QA +3 144 i;/ fzfii’ :éf K/ : Amazon Cloudfront curated by Greynoise
@ Bambenek DGA m ﬂ Bambenek m None 117 ﬁ/gz/ﬁ ﬁ/gz/ﬁ Domain Generation Algorithm IP feed
@ Bambenek DGA = E3 Bambenek 3 e 591,669 i;}/ 33/ :: i:’ z:/ :: Demain Generation Algorithm Damain feed
@ Bambenek ML-Malware m m Bambenek m None 3,230 i;{f;/ﬁ' i;{f;/:i' Machine Learning - Malware Domain feed
@ Bambenek ML-Phishing m m Bambenek m None 6,332 i;/zzﬁ: i;/zz/i: Machine Learning - Phishing Domain feed

Enforce (previously Edge)

Enforce is where you will manage your Enforcers (previously Edge instances). Enforce is now the home to the
following existing features:
e Enforcers - the following will be accessible from this tab:
o Enforcer details and management (name, location, last connection time, etc.)

o Enforce build installation
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2, Marketplace 229 11/1/23

Build Number Release Date Release Notes
Administration
Enforcers
{.} APIDocs
All Support Statuses - All Bridge States - All Builds - Filter Q
NAME & SUBSCRIPTION BRIDGE STATE BulLD LAST CONNECTION LocaTioN
HQ Enforcer © Throster.. - S = 11/03/25, 11113 M
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e Networks (previously Protected Networks)
e Ports (previously Protected Ports)
e Policies
e Subscriptions
o List of Enforce Subscriptions and ability to assign subscriptions to Enforcers
e Reports (previously Dashboards)
o This is the new default landing page upon successful login

o All reports are available on this tab with a filter to access each report type
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REPORTS
Enforce
= LEiErEe Allowed / Blocked v timezone e York
Last 30 minutes - AlEnforcers - AlPolcies v Reset

Allowed / Blocked

Blocked by Reason
4489 Total Blocked Connections

Aowed  Blocked: Category Su
Alowed  Blockod: Top 10 Countrias
Alowed  Blocked: Top 10 ASNs

Top 10

Top 10: Countries by Threat Category

Top 10: ASNs by Threat Category

Marketplace

Our Marketplace, accessible via the left-hand navigation menu, offers access to premium feeds and will

expand in the coming months to offer additional products and services. Stay tuned!

Administration

Administration is now the home for Users and Command Logs.
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| Messages All Roles - Filter Q
Administration T IDENTITY PROVIDER ROLE
@@  companyreadony@valuedeusiomer.com THREATER Gompany Read Only
®  companymasteruser@valuedcustomer.com THREATER Company Master
@@  companyhelpdeskuser@valuedcustomer.com THREATER Company Help Desk

threater.com | +1-855-765-4925 ext.2 3



threateRr

New Features:

New Block IP List - Cloud Attackers

Our new Cloud Attackers IP Block List is available only to Threater customers! This proprietary threat
intelligence feed contains IPs of threat actors attacking AWS, Azure, and/or Google Cloud. To block these IPs,
add this list to your applicable policies.

List Export

You can now export combined indicators from various list types to CSV or JSON. To access the export
feature:

e Navigate to Collect and then select the Lists tab

e In the top-right corner of the table, click on the Export icon

e Select the List Type to export (Allow or Block/Threat)

e Select the IOC type to export (IP or Domain)

e Select the desired export format (CSV or JSON)

e Click the Export button

Export Lists

Block / Threat Select Export Format... -

Select Export Format.

An email will be sent to the address on your profile when the export is ready and will include a zip file that
contains the indicators, based on the selections made. Please note: the export contains a combined list of

the selected indicators (IPs or Domains) only.
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